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**Translator’s Note 

For the purposes of this Policy: 

- Electronic record is defined as data or information that has been fixed ( on an electronic medium and has content, 

context, and structure. It is also used as an extension of human memory or to demonstrate accountability. 

- Electronic Archival records are those electronic records that have permanent value and are preserved because of 

the enduring value contained in the information they hold or as evidence of the functions and responsibilities of 

their creator. 

- Electronic files are defined as set of electronic records corresponding to an administrative procedure, whatever 

the type of information contained therein. 

- Documentary aggregations are the sets of records that, after being created outside of the regulated procedure, 

have been constituted by aggregation as the result of a number of consistent actions that lead to a specific result.   

- Electronic Series / documentary series are a group of similar electronic files (occasionally, simple e-records) that 

are homogeneous in form and related as the result of being created, received, or used in the same activity. 
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PRESENTATION 

Records are the foundation of an open government and they are also necessary to guarantee the 

principles of transparency, citizen involvement and collaboration. Records that are managed properly 

also have an added value for the Public Administration as they allow organisations to assess the impact 

of their programs, improve their workflow and share knowledge with different governmental 

institutions. Moreover, records protect the citizens’ rights and interests and hold public employees 

accountable for their actions, while permanent records have the fundamental role of documenting the 

history of our nation. 

The implementation of an E-Record Management Policy is a democratic obligation of our Government 

that must be in line with other strategic political goals such as Transparency, Access to Public 

Information, Good Governance and Accountability (set of mandates enforced in Act 19/2013 on 

Transparency, Access to Public Information, and Good Governance, hereon, LTAIBG).  

The citizens’ right to access to records from the Public Administration is essential in democracy. The 

amount of possibilities that a digital context offers in relation to accessing information make this right 

and duty a key factor to be taken into account by the Ministry of Education, Culture and Sport (hereon, 

MECD). E-Management must also combine administrative transparency and the right to information with 

the protection of other fundamental rights like the privacy of individuals and other restrictions set out in 

our legal system. 

Therefore, the conditions and rules that govern the access to e-records must be both clearly defined and 

properly implemented, in technological terms, by our organisation. This includes the subjects that access 

the information (citizens, staff and other administrations) and the objects that are accessed (e-records, 

e-files, partial records, etc.), as well as the conditions related to access (public, restricted, secret) and 

changes that these conditions may undergo (closure periods, declassifications, etc.), with particular 

emphasis on those procedures that have an effect on third and/or stakeholders.  

The obligation of transparency implies that e-records and files may be found and identified. In order for 

this to happen, mandatory procedures needed to allocate the metadata necessary to locate and use 

those records must be established. It also means that records must be readable despite the technological 

means with which they were created, and that they will be actionable and reusable. Furthermore, the 

means (both methodological and technological) used to search, recover and query e-records must be 

designed according to usability and accessibility standards. 
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The National Interoperability Framework establishes in Article 21 that Public Administrations will adopt 

the necessary organisational and technical measures to guarantee “the complete and immediate access 

to records through online query methods that allow to visualize records with content details, the 

exhaustive and relevant retrieval of records, the copy or online download of original formats and the 

printing on paper of the necessary records.” Therefore, the MECD (Ministry of Education, Culture and 

Sport) must have an E-Record Management Policy that is consistent with the Electronic Management 

plan.  

The benefits of implementing a proper E-Record Management Policy in the MECD are undeniable: 

evidence of the activities carried out by departments and their divisions will be traceable and properly 

displayed; decision-making processes will be documented; accountability and administrative 

transparency will be promoted; compliance with our organisation’s legal and regulatory requirements 

will be fulfilled; protection and support in case of conflict or dispute will be provided; interrelation 

between the public and other administrations will be encouraged; and collective memory will be 

maintained. 

The obligation of transparency and accountability also implies that a strategic risk assessment should be 

carried out in order to identify the consequences that the loss, destruction or inappropriate handling of 

our organisation’s e-records could have on the MECD, as well as on citizens. Proper risk management 

should make available the means to control, eliminate and mitigate the identified risks in relation to the 

organisation’s e-record handling. Moreover, the strategy of risk management in the e-record 

management policy should be in line with general risk management strategies of the MECD.  

An open Government – understood as a government model that operates following the principles of 

transparency, participation and collaboration, and which takes advantage of opportunities offered by 

Information and Communications technologies in order to achieve the general purpose of improving the 

quality of our democracy as well as the performance of the government and of public institutions – 

depends on the management of electronic records and files, because they are an essential element to 

implement active transparency and open data policies, as these allow to create and maintain information 

and quality data, in addition to providing tools for its discovery, understanding and reusing in accordance 

with Act 37/2007, on the Reuse of Public Sector Information, modified by Act 18/2015, of 9 July. 

Therefore, it goes without saying that the processes of e-record management that are included in this 

document support active transparency and open data that will allow us to create authentic and reliable 

data and records. In addition to this, they also document the relation between the data and its sources, 

as well as the context in which it was produced, and they improve the retrieval and understanding of 
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information and data, in addition to providing background and continuity for the data contained in the 

records. NARA´s Open government plan 2012-2014 is a recent example of strategic planning of the 

United States National Archives and Records Administration, in compliance with the directive of an open 

government.   

According to Act 16/1985 of Spanish Historical Heritage, the MECD, through its Secretary of State of 

Culture and the General Directorate of Fine Arts, Cultural Property, Archives and Libraries, is in charge of 

the protection of the documentary heritage regardless of its original medium, which means it includes e-

records. It also has the specific role of safeguarding those electronic archival records and files that, 

having ended their active phase according to the established retention schedule, go on to their archive 

phase and their custody is then transferred to the intermediate archive (General Archive of the 

Administration, located in Alcalá de Henares) or to the historical archive (National Historical Archive) of 

the Central State Administration, according to Royal Decree 1708/2011, which regulates, among other 

aspects, the Archival System of the Central State Administration. This ministerial department governs 

both the General Archive of the Administration and the National Historical Archive.  

The Superior Commission for Administrative Records Qualification also depends on the Secretary of State 

of Culture, and it disposes – after carrying out a record appraisal process – which of the records of the 

Central State Administration can be legally deleted and which shall be preserved as permanent archival 

records by applying established, regulated, transparent and participatory procedures. 

A proper E-Record Management Policy from the MECD must guarantee the interoperability of e-records 

and files created and received by our organisation with other departments, administrations and citizens 

(what is known as synchronic interoperability) in the context of an e-administration.    

But, given its legal competencies, the MECD is specifically responsible of articulating strategies that 

guarantee the integrity, authenticity, availability, traceability and context production for the electronic 

records and files, as well as of associated metadata, during their lifecycles, in order to guarantee the 

preservation of archival records with historical and heritage value for future generations (diachronic 

interoperability). The MECD’s E-Record Management Policy must cover the entire lifecycle of records, 

included their long-term preservation of the archival records. The documentary continuum can provide 

maximum efficiency in the management of the safeguarded e-records.    

The MECD must establish the necessary requirements to create, maintain, treat and preserve electronic 

records that are authentic, reliable and available. It must also protect their integrity throughout their 

entire lifecycle (including the historical phase). E-records must be protected from any kind of non-formal 

addition, elimination or deletion, as well as from unauthorized modifications or concealment. 
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As the MECD has responsibilities and legal competencies over the entire lifecycle of electronic records 

and files, including their permanent preservation, it must elaborate a record management policy and 

establish the necessary requirements to deal with any physical and/or custodial change of records so 

that these modifications will not affect the authenticity, reliability, integrity and availability of records, 

files or series, nor their context of production and the necessary metadata associated to them.  
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0. INTRODUCTION 

1. The National Interoperability Framework (hereon NIF, regulated by Royal Decree 4/2010) is 

defined in section 1 of Article 42 of Law 11/2007, of 22 June, regarding citizens' electronic 

access to public services as “…a set of criteria and recommendations on security and 

standardisation of information, formats and software and on the preservation of information to 

be taken into account by the public administration entities when adopting technological 

decisions so as to ensure interoperability.” The aforementioned Framework establishes in its 

First Provisional Regulation that administrative organisations have the obligation of 

implementing it.   

2. The Technical Interoperability Standard for E-Record Management Policies, published by the 

Resolution of the Secretary of State for Public Administration of 28 June 2012, provides the 

concepts related to the development of the Public Administration’s e-record management 

policies within the context of the Electronic Administration. It includes aspects related to their 

practical implementation and identification, as well as necessary requirements for the retrieval 

and conservation of e-records, in addition to processes and actions that will accompany them during 

their lifecycle.   

3. Guidelines specified in the E-Record Management Policy Model were followed in order to 

elaborate the E-Record Management Policy of the MECD. Likewise, the E-Record Management 

Policy of MINHAP (the Ministry of Finance and Public Administration), in which the MECD was 

also involved through contributions made by experts from our ministerial department, was also 

taken into account.  

4. In addition to this, it is important to highlight the benefits of implementing this Policy. Some of 

the most important ones include: increasing the transparency of the activities carried out by 

the Administration, encouraging good governance, and promoting a more efficient 

accountability towards citizens. The efficient management of electronic records and files 

created by the Administration is fundamental in order to follow the mandates provided by 

Act 37/2007 and Act 19/2013. 

5. With respect to the MECD, its role as the custodian of historical archives must be kept in 

mind. As a matter of fact, this Department, through the General Directorate of Fine Arts, 

Cultural Property, Archives and Libraries, has the specific responsibility of managing and 

safeguarding electronic archival records and files which, having ended their active phase 
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according to their retention schedule, must be transferred to the intermediate archive or to 

the historical archive, as provided by Royal Decree 1708/2011. 

6. This E-Record Management Policy document is open to including future considerations and 

actions, such as the implementation of a Multi-entity Metadata Schema, as well as a Technical 

Interoperability Standard, in cooperation with the Ministry of Finance and Public 

Administration, that would address more clearly how the transfer of management and 

custodial responsibilities of electronic records and files would work during their lifecycle.   

Moreover, it would also be open to considering long term archival procedures for the 

information kept in the Administration’s databases, by elaborating a functional Classification 

Scheme that would work for all the organisation, as well as by implementing Access and 

Security Tables and making a Report or a Risk Assessment Table, etc.  

7. This document has been divided into two blocks: the main body (which includes the 

Presentation, Introduction and Chapters 1, 2 and 3) and the annexes, found at the end of the 

document.  

The provisions of this Policy, found in the main body, will be predictably more enduring as they 

derive from laws, regulations, and international as well as technical standards, which have been 

formally approved so as to be in force for a longer period of time. On the other hand, in the 

annexes we can find additional information that is more likely to be modified (periodically and 

promptly) and that can also be updated in a less formal and less strict way than that of the 

dispositions set out in the main body. Given the fast-paced evolution of the market and of 

technology, which requires the continuous change of information and security measures, the 

technical specifications that must be continuously updated are found in the annexes.  

8. Some of this document’s annexes have information that should be classified as of “limited 

dissemination”, given that it includes technical specifications on the organisation’s IT systems, 

and the disclosure of this information would increase exposure to deliberate security attacks. 

These annexes are intentionally kept blank in the public version of this Policy. Individuals or 

organisations that need to access this information should contact the Policy Managers 

mentioned in section 1.3.2. 

  Likewise, references to some of the documents or regulations which this Policy is based on are 

not available to the public, either because they require a license to be used or because they 

cannot be disseminated publicly due to security restrictions. If this is the case, individuals and 
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organisations should contact the Organisation in charge of producing the original document in 

order to learn more about the procedures and conditions required to access its content.  

9. Several recommendations from the Public Administration regarding style and format have been 

taken into account while elaborating this document. On the other hand, regulations, standards, 

guides and other sources quoted in this document are listed in Chapter 3 (“References”), and a 

link with further details is included in the parts of the document in which they are mentioned.  
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1. E-RECORD MANAGEMENT POLICY 

1.1 References 

 

10. Standards, good practices and legal references where taken into account while developing the 

content of this Policy and these are listed under section 3 of this document.  

1.2 Purpose and Scope of the Policy 

11. This E-Record Management Policy is found in the organisation’s context together with the rest 

of policies implemented in the course of its activities. Particularly, this policy is found in the 

records management general framework of the MECD, regardless of the medium in which 

these records may be found.  

12. The diagram below shows the record management process from the Guide of the TIS (Technical 

Interoperability Standard) for E-Record Management Policies, which includes an e-records 

management system in the context of the organisation’s record Management Policy: 

 

13. The E-Record Management Policy of this Ministerial Department aims at establishing and 

documenting the common criteria of the MECD in relation to electronic records and files that 

are produced or held by this Ministerial Department and its dependent entities.  
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14. This E-Record Management Policy seeks to provide the necessary requirements to create and 

maintain process and preserve authentic and reliable e-records, besides protecting their 

integrity throughout their entire lifecycle (including the historical phase).  

Likewise, this Policy also intends to guarantee the availability and integrity of minimum 

mandatory metadata and, where appropriate, complementary or necessary metadata 

(content, context and structure metadata) so as to ensure the management, retrieval and 

preservation of e-records and files of the MECD, also permanently maintaining their 

relationship.  

15. More specifically, it will be integrated with the security policy provided by the National Security 

Framework, (hereon, NSF) given that the e-records will be managed by systems that fall under 

this Framework’s provisions.  

16. In order to extend this policy to hybrid environments in which records in non-electronic 

analogue and electronic medium coexist, the National Security Framework will ensure that “All 

information that is not contained on electronic devices that has been generated by or is the 

direct consequence of the electronic information referred to in this royal decree will be 

protected with the same grade of security as that information. For this purpose, corresponding 

measures will be taken for the type of medium in which they are located, pursuant to the 

applicable regulations on the security thereof.” 

1.3 Identifying data of the Policy  

17. The main identifying information is:  

Name of the document E-Record Management Policy MECD 

Version 1.1 (Version 1, Review 1) 

Policy identifier1 y 2 E04921401_1.1 

Policy referential URI  
http://intranet.mecd.es/normativa/normativa-de-
interes/politica-doc-electronico.html  

Date of issue 9 July, 20153 

Date of review 3 May, 2016 4 

                                                           
1 A unique alphanumeric code for each body/unit/office taken from the Office and Organisational Units Common 
Directory (DIR3). 
2 The last two numbers of this identifier will be in accordance with the E-Record Management Policy version. 
3 Date of approval by the CPCMAD (Ministerial Commission in Digital Administration, Permanent Commission). 
4 Date on which the review was proposed by the Multidisciplinary Technical Commission as provided in section 1.10 

http://intranet.mecd.es/normativa/normativa-de-interes/politica-doc-electronico.html
http://intranet.mecd.es/normativa/normativa-de-interes/politica-doc-electronico.html
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Entry into force of the review 
Immediate, with no need to follow the adaptation period 
mentioned in section 1.3.1 

Area of use 
Records and files produced and/or held by the Ministry of 
Education, Culture and Sports.  

1.3.1 Period of validity 

18. This E-Record Management Policy will come into force on the date of issue mentioned in the 

Identifying Information and it will be valid until it’s replaced or derogated by a later policy or 

version. If this is the case, a period of transition in which the two versions coexist may take place 

in order to, conform different e-records management systems used by the MECD to the 

specifications of the new version. 

19. This period of transition shall be mentioned in the new version and once it is over, only the 

updated version will be valid.  

20. An updated version of the Policy (excluding the information mentioned in part 8 of the 

Introduction) will be published in the corporate Intranet of the MECD. It may also be published 

in the MECD’s website to promote its dissemination.  

21. Annexes may be updated with no need for a formal review of the Policy. Likewise, references 

to the E-Record Management Metadata Framework found in the main body will be 

automatically updated and will not need to undergo a formal review once the subsequent 

versions of the framework are published.5.  

1.3.2 Identification of the institution in charge of managing the Policy 

Name of the manager6 
General Sub-directorate of State Archives 
General Sub-directorate for Information and Communications Technology 

E-mail address 
Archive Secretariat (Plaza del Rey) <archivos.estatales@mecd.es> 
SGTIC Secretariat (Vitruvio) <secretaria.sgtic@mecd.es> 

Manager identifier 7 E03013904 – General Sub-directorate of State Archives 
E04857803 – General Sub-directorate for Information and 

                                                           
5 The body in charge of maintaining the aforementioned framework is the Ministry of Finance and Public 
Administration.  
6 The main body with legal competencies and specific roles regarding the organisation’s record and archive 
management. 
7 Alphanumeric code for each body/unit/office taken from the Office and Organisational Units Common Directory 
(DIR3). 
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Communications Technology 

1.4 Parties and responsibilities 

1.4.1 Parties 

22. The parties involved in the record management process included in this policy will be, at 

least, the following:  

 The senior management that will be in charge of enforcing and promoting the Policy, including:  

-  The person responsible from the MECD and, by delegation, the person responsible from 

the Sub-secretariat.  

-  The President, in the case of a State Agency. 

-  The Director General in the case of other Public Institutions.  

 The ones in charge of the management processes that will be responsible of applying the Policy 

within the processes they are in charge of, including:  

-  The heads of the governing bodies that have the legal duty over the different processes 

are responsible of this task. In case of delegation, the ones in charge would then be the 

heads of the relevant Sub-directorates.     

 Staff responsible of planning, implementing and managing the e-records management system 

and its operations. This staff is qualified, trained and devoted to the task of record 

management and preservation, and will also take part in the design, implementation and 

updating of the management and preservation systems. This category includes both archivists 

and experts in record management, as well as system administrators and app developers.  

Staff involved on a daily basis in tasks connected to electronic record management within their 

area of work, and who will apply the provisions of the Policy through the implemented e-

records management system.  

1.4.2 Responsibilities 

23. Responsibilities must be properly allocated among the organisation’s staff at every level and in 

every role, as provided by the following regulations: ISO 30300:2011 Information and 

Documentation. Management systems for records. Fundamentals and vocabulary and ISO 

30301:2011 Information and Documentation. Management systems for records. Requirements. 

The main objective of defining and allocating responsibilities and competencies is to create and 

maintain an e-record management system that satisfies the needs of all the stakeholders, both 

internal and external to the organisation.  
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The responsibilities and competencies that the different parties involved in the record 

management process have, as well as the responsibilities they must take on in relation to this 

Policy, are listed below.   

1.4.2.1 Senior Management 

24. The Senior Management of the organisation will be in charge of integrating the record 

management Policy with the other policies within their Department or organisation. Likewise, 

they shall also be aware of the risks involved in the inappropriate handling of their records.  

25. They will follow principles such as: the perspective of citizens and of other stakeholders; 

leadership and responsibility; decision-making based on evidence; staff involvement; focus on 

processes; a systematic reorientation of the management so as to contribute to a continuous 

improvement. This in turn will contribute to the achievement of goals such as:   

 Ensuring consistency in the operations for the entire organisation.  

 Ensuring that business processes are transparent and understandable. 

 Guaranteeing a proper record management to boards of directors, regulatory 

authorities, citizens and other stakeholders. 

They will have to undertake the following responsibilities in order to achieve these objectives:  

 Establish, maintain and promote the Policy and purposes of the record management in 

order to increase the organisation’s awareness, motivation and compliance.  

 Ensure that the responsibilities and competencies of the record management are 

defined, allocated and communicated to the organisation as a whole.  

 Ensure that an effective and efficient management policy is carried out in order to 

achieve the objectives of the organisation.   

 Ensure the availability of resources and the training needed to support and maintain this 

Policy.   

 Promote regular reviews of the policy, as well as determine and promote the necessary 

actions to improve it. 

1.4.2.2 Parties in charge of management processes   

26. The parties in charge of management processes shall implement the record management policy 

within the organisation and they will also guarantee the rights of citizens. Likewise, they shall 

take on the necessary measures to disseminate the E-Record Management Policy and the 
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procedures related to record management among their staff so the latter may become aware 

of the regulations connected to their duties.  

27. In addition to this, they will determine the needs, based on periods of time, of the use of the 

information in order to contribute to the development of Preservation Standards for the 

documentary series resulting from the processes that they manage. 

1.4.2.3 Parties in charge of planning, implementing and managing the e-record management 

system. 

28. The category of staff in charge of planning, implementing and managing the e-records 

management system and its operations includes archivists, record management experts and 

system administrators, as well as software developers. Record management professionals are 

responsible for all the aspects connected to this task, including design, implementation and 

maintenance of the management systems, as well as user training for this area and for the 

operations linked to individual practices.   

29. Archivists and record management experts, along with those in charge of the management 

process, are the parties in charge of identifying and appraising the records. Furthermore, they 

are also responsible for establishing the Classification Scheme and Preservation Standards for 

different documentary series that will be later on be at the disposal of archival authorities. 

They are also involved in planning and implementing policies and record management 

procedures.  

30. The system administrators are in charge of guaranteeing that all the information is accurate 

and readable, as well as available to all authorized staff so that they may access it whenever 

they need to do so. 

1.4.2.4 Staff involved in management tasks 

31. The staff involved in management tasks, which includes all of the employees that are not 

included in the previous categories, are responsible for maintaining accurate and complete 

records regarding their activities, make appropriate use of the information systems that 

process electronic records, and provide the information required by the Record Management 

System for traceability or for regulation compliance. 
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1.4.2.5 Other human resources involved 

32. The organisation may hire external staff in order to fulfil a specific need (technical staff from 

external companies through a service contract established with that company, trainees, 

interns, etc.). All parts must be informed about the tasks linked to the creation, maintenance 

and custody of electronic records within the context of the Record Management System of the 

MECD.   

External human resources must comply with the established regulations regarding records 

management policies, as well as with the current legislation (i.e. data protection, sensitive 

information confidentiality, etc.). 

1.5 Record management process 

33. Part V of the  TIS for E-Record Management Policies establishes that a specific record 

management system inside each organisation’s record management policy will be used to 

manage electronic records.  

34. According to the aforementioned TIS and its Implementation Guide, the design, development 

and implementation of e-record management processes, techniques and operations will be 

specified in the e-record management system, which will be used continuously throughout all 

the different stages of e-records and files’ lifecycle.   

35. The management processes that deliver e-records and files in the organisation must apply this 

policy, and also use the e-record processing schedule that guarantees their materialization. The 

characteristics and functionalities of the record management system are defined below, after 

an explanation of the two phases that take place while managing e-records: 

 During the first phase, records have not reached a definitive stage and they are still objects of 

dynamic information that are created by different systems, can have different versions, 

undergo changes and their information is expected to be shared. They are controlled and 

managed by Electronic Records Management Systems (hereon ERMSs), even though, in 

practice, these tasks can also be carried out by the process management systems. 

 During the second phase, archival records have become definitive and have been included in 

their files or documentary aggregations. They have also been provided with the mechanisms 

that guarantee their authenticity and integrity so that they are unalterable, except when 

management and preservation metadata is added or errors need to be amended. The archival 

records are managed through E-Archival Record Management Systems (hereon, EARMSs). 
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36. In order to understand better how this works, a set of flow charts depicting the e-record 

management process during the different stages of its lifecycle have been included in Annex 

XII. 

37. The basic characteristics and functionalities that the aforementioned record management 

systems must have are the following:  

 ERMS. Following the MoReq-2 specifications, it is basically focused on the control, 

storage and management of records in office archives and it has the following features:  

-  Allows modification of records. 

-  Allows records to exist in several versions.  

-  May allow records to be deleted by their owners.  

-  May include some retention controls.  

-  May include a record storage structure, which may be under the control of users.   

-  Is intended primarily to support day-to-day use of records for on-going business. 

 

 EARMS. On the contrary, an EARMS has the following features:  

-  Prevents archival records from being modified.   

-  Allows a single final version of an archival record to exist.  

-  Prevents archival records from being deleted except in certain strictly controlled 

circumstances. 

-  Must include rigorous retention controls.  

-  Must include a rigorous record arrangement structure (the classification scheme), 

which is maintained by an administrative role.   

-  Occasionally, may support day-to-day working, but is primarily intended to provide a 

secure repository for business records.  

38. Moreover, an EARMS must also be able to manage a retention schedule, to automatically select 

records and files in order to carry out the actions determined for their documentary series, as 

well as to detect archival records that, due to particular circumstances, should undergo specific 

conservation procedures. Likewise, it should also be able to manage archival records and files 

access through lists and user profiles, as well as to provide action follow-up and control 

systems regarding the actions that are performed on archival records and files.  

39. From the features listed above, we can conclude that an ERMS would be more connected to 

office files, while an EARMS would host final versions of archival records and files in the central, 
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intermediate and historical archive phase. According to the current legislation, conditions in 

which records transfer must take place between both systems must be determined.  

40. However, there are some current peculiarities that must be taken into account:  

 It is not possible to draw a line between the different existing record management systems 

of the MECD, given that a single system hosts both archival records and non-definitive 

records.  

 It is quite common that the controls of an EARMS regarding integrity and record access 

control are not provided by a management system but rather by the management 

software itself.  

 Quite often, archival records do not comply with the NIF requirements since it is 

considered that these should only be implemented for interoperability.  

41. Therefore, it will be proposed that the EARMS should start during the Central Archive phase, 

which is when the archival records and files that are transferred there must include, at least, 

the mandatory metadata for NIF exchange, as well as the mandatory metadata established in 

the metadata profile of the MECD for the transfer of responsibility regarding management and 

custody. 

42. This e-records management system will be continuously applied to all the stages or periods of 

the lifecycle of e-records and files, guaranteeing their authenticity, integrity, confidentiality, 

availability and traceability while enabling the protection, retrieval, as well as both logical and 

physical preservation of records and their contexts. 

43. The future goal would be, as far as possible, to implement the same e-records management 

system in the Ministry and its dependent entities, as this would mean that the software would 

have the highest interoperability degree and be the most useful to obtain determined 

objectives.  

44. A list of existing e-records management systems of the Ministry, its organisations and 

dependent entities is included in this document’s Annex I, and it is open to periodical updates 

that do not entail document modifications.  

45. In any given case that certain record management processes (such as digitizing paper records, 

safe destruction of records…), need to be externalized, which would entail the formalization of 

contracts with companies, the recommendation is to include a clause that demands that 

tenderer companies attest that they have the technical level needed to carry out the tasks 
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according to the applicable standards. In any case, tenderer companies must sign a mandatory 

privacy policy. 

1.5.1 Capture 

46. E-record capture is the process that marks the e-record’s entrance into an e-record 

management system, and it also guarantees its unique identification. During the capture, a 

relation is established between the record, its producer or creator, and the context in which it 

was created. This is achieved by allocating the minimum mandatory metadata defined by the 

TIS for Electronic Records, as well as by assigning a unique identifier to the record.  

47. An e-record capture may be preceded by a record digitization process, as well as by a format 

conversion between records. Both procedures would also have to comply with the 

corresponding Technical Interoperability Standards. Likewise, once the record has been 

captured, other record management processes and operations, like administrative registration, 

classification, or inclusion in the index of the electronic file, may complete the procedure. 

48. Nevertheless, it is important to note that the capture process is independent from the other 

aforementioned procedures, which may or may not take place.  

49. The capture date of the record corresponds to the date that it was introduced in the record 

management system (RMS) used by the organisation. Upon verification of the record, the date 

may differ from the digitization date and it may also be different from the date of 

administrative registration of the record. 

50. The unique identifier assigned to the captured e-record will have the following encoding: 

 

 

ES_<ENTITY>_<AAAA>_<SPECIFIC_ID> 

<ENTITY> It will be codified according to the provisions of the Common Directory (DIR3) 

Examples 
E04921401 Ministry of Education, Culture and Sports  
E00123603 Prado National Museum 
E03019905 Provincial Board of Education of Ceuta  

<AAAA> Year of capture of the record 
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ES_<ENTITY>_<AAAA>_<SPECIFIC_ID> 

<SPECIFIC_ID> 
Alphanumeric code8 that gives the record an unique ID measuring up to 30 
characters, among the ones generated by the corresponding administration  

 
51. The following list includes the minimum mandatory metadata defined by the TIS for Electronic 

Records  that must be completed right after the capture of the record. These values would be 

difficult or even impossible to retrieve in the following phases of record management. 

Metadata 
Allocation at capture point of 

ERMS 
Allocation at any point 

TIS Version V  

Identifier V  

Body V  

Capture date  V  

Origin V  

Elaboration status  V  

Format name V  

Record type 
 

V 

Signature type V  

CSV Value9 V  

CSV Generation10 V  

Original record identifier 11  V  

 
52. Likewise, the minimum mandatory metadata for electronic files must be included at the 

moment of their creation, given that it is not possible to strictly speak about a stage of capture 

when it comes to electronic files. This metadata, that is shown in relation to the TIS for 

Electronic Files, is the following: 

                                                           
8 The recommendation is to use a sequence code or an automatic identifier created by the ERMS. 
9 This metadata only appears if the “Type of signature” is CSV. 
10 Same as previous note. 
11 This metadata only appears if the “Elaboration status” is “Authentic electronic copy with a change in format” or 
“Partial authentic electronic copy”. 
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Metadata 
Allocation at moment of 

creation   
Allocation at any point  

TIS Version V  

Identifier V  

Body V  

File opening date V  

Classification V  

Status 
 

V 

Interested party 
 

V 

Signature Type V  

CSV Value8 V  

CSV Generation9 V  

1.5.2 Registration 

53. Registration is defined in this E-Record Management Policy as a control process by which the 

corresponding registration of records that have been created or received by the administration 

bodies of the MECD takes place.  

54. The process of record registration consists of entering brief descriptive information (registry 

entry), including the content defined in article 38.3 of Act 30/1992, of Common Legal 

Framework and Administrative Procedure. According to this Act, the administrative bodies will 

carry out a registration process consisting of the proper registry entry of every record or 

communication that is submitted or received in any of its own administrative units.  

55. The registration system of the MECD includes a General Registry, which is located at the Central 

Services, the General Registry’s Subsidiary Registries, which are located in the different bodies 

and premises of the Department, and the Electronic Registries, which were established 

according to article 25 of Act 11/2007. 

56. The registration process must follow the provisions of Act 39/2015 of the Common 

Administrative Procedure of the Public Administrations, dated 1st of October, once the act is 

enforced. The specific provisions about this process are specified in Article 16 of the Act, which 

refers to the General Electronic Registration of the Central State Administration, assistance 

offices regarding registrations and conversion into electronic format of paper requests. 
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57. Annex II of this document includes an inventory with all the registries of the MECD, as well as 

Electronic Registries and duly approved provisions regarding their creation. This inventory will 

be updated periodically, which should not entail any formal modification of the E-Record 

Management Policy of the MECD. 

58. In order to guarantee interconnection between registration offices and the electronic access to 

registry entries, as well as to the electronic copies of records that are submitted, Article 24.4 of 

Act 11/2007 provides the minimum mandatory information exchange registry entries, as well 

as the structure of this information and the minimum technological requirements that must be 

fulfilled during the exchange. These shall all adapt to the requirements specified in the TIS for 

the Data Model for the exchange of entries in Registration Entities, enforced by the Resolution 

of the 19th of July of 2011, of the Secretary of State for Public Office.  

1.5.2.1 Paper records 

59. All paper records that are submitted to the Registration Offices of the Department must 

become a registry entry and the copy that will be returned to the stakeholder shall include a 

corresponding acknowledgement of receipt that confirms that it has been submitted. The only 

exception to this would be in the event it cannot be obtained immediately, and in such case, 

the aforementioned copy must receive an entry stamp with the record’s entry date.  

60. Once the documentation has been received the registry entry will take place by filling the data 

requested by the software, according to the information available at the registration offices.  

61. With the exception of the cases foreseen by the legislation, according to the provisions of 

Article 27.4 of Royal Decree 1671/2009, which partially develops Act 11/2007, on citizens’ 

electronic access to public services, devices for receiving fax communication shall not be 

considered electronic registers. Nonetheless, documents received by fax may be digitized in 

order to obtain their image so it can be included in the electronic file. 

62. All paper records that are submitted at the registration offices are subject to digitization in 

order to obtain an authentic electronic copy, as provided by Article 50 of Royal Decree 

1671/2009. As far as possible, registration offices will be provided with the necessary digital 

means to digitize records.  

63. Some exceptions to the provisions mentioned in the previous paragraph would be:   
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 Closed envelopes submitted at the registration offices in the context of public tenders, 

whether they are forced alienations in recovery procedures or procedures of public 

procurement. These envelopes shall not be opened or scanned.  

 Other specific exceptions that may exist in each centre or institution.  

In this case, documents must be immediately sent to their recipients in a closed envelope.  

64. The digitization process will be carried out according to the specifications of the Technical 

Interoperability Standards for Digitization and Electronic Records, and in particular of the 

digitization protocol mentioned in part 2.2 of this Policy. 

1.5.2.2 Metadata of the registry entry and attached records  

65. The descriptive metadata that should be included in the registry entry must be submitted 

automatically or manually in the Registry Unit listed in section IV.2 Structure and content of 

exchange data message of the TIS for Data Models for the exchange of registry entries  

between SICRES 3.0 units. The levels of mandatory completion of each metadata will be 

included in the aforementioned Standard for each of the seven parts that make up the registry  

entry.   

66. In the case that digital records are included as annexes, these shall follow the guidelines of the 

TIS for Record Digitization and the minimum mandatory metadata related to these (according 

to section III.1.b of the aforementioned Standard) will be specified in Annex I of the TIS for 

Record Digitization, enforced by the Resolution of the Secretary of State, of the same date. 

Additionally, metadata related to the digitization process that includes technical characteristics 

of the captures electronic image may be further included. 

1.5.3 Classification 

1.5.3.1 Electronic file creation and documentary aggregation criteria 

67. In the NIF Annex, an electronic record is defined as “any type of electronic information filed in 

electronic medium according to a specific format and that is identifiable and that could be 

given differential treatment”. The e-record is the foundation to create electronic files as well as 

documentary aggregations. 

If possible, these files and aggregations will include only e-records, except when due to the 

nature of the procedure, it becomes necessary to include hybrid files that store records in non-

electronic medium.  
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To avoid creating hybrid files, authentic electronic copies of the files must be digitized so that 

these copies are included in the e-file.   

68. E-files and documentary aggregations created by the organisation shall comply with the 

following production criteria and patterns:  

 Electronic files: 

-  These are defined in article 32 of Act 11/2007 as the set of electronic records 

corresponding to an administrative procedure, whatever the type of information 

contained therein. 

-  According to article 41.2 of Royal Decree 1671/2009 and section IV of the TIS for 

Electronic Records, administrative e-records, and those subject to being included in a 

file, will always be related to at least one electronic signature, according to applicable 

norms. 

-  The electronic file includes administrative and non-administrative records that have 

become part of them as the result of different actions carried out by the 

Administration to achieve an administrative resolution for any given issue. Records 

versions shall not be included in the file except when they must be there due to their 

specific regulations and in that case, they must have an electronic signature.  

-  In the case of records with annexes, they will be considered either a single record, or 

independent interconnected records for validation purposes. 

-  Once the electronic file is closed, it will be paged with an electronic index that lists all 

records included in it. This index will be signed by the Administration, body or 

corresponding institution in order to guarantee the file’s integrity.   

-  The electronic index of the files that will be exchanged shall include at least:   

○ Index creation date (since it reflects the status of the file at a given time). 

○ For each e-record: its identifier, fingerprint, a digest and, optionally, the date 

when it was included in the file.  

-  The date when it was included in the file is optional because: 

○ In certain cases it may be unknown.   

○ In most cases, the date when the record was signed or published is more 

important, given that it is the date when the legal time limit begins.  

-  The order of the record in the file will be a string type and not necessarily an integer 

index type.   

-  If applicable, records will be included in nested folders and e-files.  



 

E-Record Management Policy MECD       27 
 

-  Signature of the electronic index by the Administration, body or corresponding 

institution will be made using the systems foreseen in article 18, (electronic seal of 

the public administration or secure verification code) or 19 (electronic signature of 

the Public Administration staff) of Act 11/2007. The administrative bodies will be able 

to include additional elements to the structure of the index as long as it does not 

affect the file’s interoperability.   

 Documentary aggregations: 

According to section II.2 of the TIS for Electronic Files, “documentary aggregations” are the 

sets of records that, after being created outside of the regulated procedure, have been 

constituted by aggregation as the result of a series group of consistent actions that lead to 

a specific result.   

Given that they are not the consequence of a procedure, they may have no legal value 

and, therefore, their formalization as administrative e-records (with content, signature and 

metadata) will be carried out on an exceptional basis.  

However, for the purpose of record management, the process should be similar to that of 

files subject to procedures, which would imply that they should have the following 

characteristics:  

-  Only final versions of records may be included in the aggregation, therefore excluding 

all drafts.   

-  Records must have a single identifier.   

-  All records must include a date.   

-  The aggregation process of records shall be considered closed at a given time and no 

new records may be included.  

-  Records must also be mentioned in the electronic index.  

-  Despite lacking a signature, a hash of the record must be obtained to guarantee, at 

least, its integrity.   

-  The electronic index shall include the identifier, fingerprint, records’ date and the 

aggregation order, if relevant.   

-  As far as possible, metadata similar to mandatory metadata of e-files shall be 

assigned. As a matter of fact, the e-EMGDE includes Documentary Aggregation as one 

more category of the ‘Record entity’.  

 

 Simple records: 
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It is possible to apply the Classification schemes to simple records that are not part of an 

electronic file as documentary aggregation. Their management must include the following:  

-  Only final versions of records can be stored, which excludes drafts.   

-  Records must have a unique identifier.  

-  All records must include a date. 

-  All records must have an electronic signature.  

-  In the case of records with annexes, in order for them to be valid they must be 

considered either a single record or independent interconnected records.  

-  The record must have been assigned the corresponding metadata according to the TIS 

for Electronic Records. 

1.5.3.2 Functional Classification Scheme 

69. The functional Classification Scheme is clearly defined as follows: 

 Article 21 of the NIF states that: 

“1. Public Administrations will adopt the necessary organisational and technical measures 

to guarantee the interoperability in the retrieval and preservation of the electronic records 

during its lifecycle. These measures will be: 

… 

e) The classification in accordance with a classification plan adapted to the functions, both 

general and specific, of every Public Administration and the Public Law Entities linked or 

dependent on them.” 

 Article 10.1. of Royal Decree 1708/2011, lists the functions of central archives, such as: 

“2.º Carrying out a series identification process and creating the classification scheme.” 

 The importance of the Classification Scheme is also mentioned in the provisions of the TIS 

for E-Record Management Policy, which states in section VI.3 that Classification is one of 

the management processes: 

“Classification according to the file creation and documentary aggregation criteria in the 

Technical Interoperability Standard for E-Files, and functional classification according to 

the organisation’s classification scheme. The functional Classification applied to records 

must not lose, in any case, context information about the one that has created or received 

records subject to classification”.   

 ISO 15489, on the other hand, refers to the management process of Classification in 

section 9.5.1., by saying that: 
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“The classification of activities acts as a powerful tool to assist the conduct of business and 

in many processes involved in the management of records, including:  

a) Providing linkages between individual records that accumulate to provide a continuous 

record of activity; 

b) Ensuring records are named in a consistent manner over time; 

c) Assisting in the retrieval of all records relating to a particular function or activity; 

d) Determining security protection and appropriate access levels for sets of records; 

e) Allocating user permissions to access or edit specific groups of records; 

f) Distributing management responsibilities of certain groups of records; 

g) Distributing records for carrying out pertinent tasks;  

h) Assisting in managing retention periods and disposal actions for records.” 

70. Records and files Classification will follow the corresponding Classification Schemes, specifically 

developed by the MECD and its independent organisations. These Classification Schemes will 

be included as annexes of this document (more specifically in Annex III) and they shall be 

automatically updated whenever a legal, structural or functional change takes place, and this 

should not entail modifications of the E-Records Management Policy document.  

71. The current Classification Scheme developed by the MECD has an organic-functional nature, 

considering either the organisation or unit that is the source of the document and its purpose.  

72. The Classification Scheme will be carried out within one year since the approval of this 

document of Records Management Policy. The Seniors Managers of the organisations will be in 

charge of promoting awareness among the different offices that make and manage records and 

files so that the necessary information scheme may become available.  

1.5.3.3 Repertoire of documentary series  

73. While As soon as the Classification Scheme is being approved, a repertoire of the MECD’s 

documentary series will be created in order to set in motion the record management system. It 

will be included as Annex III in this document after is approval. The Annex of the repertoire will 

be periodically updated, which should not necessarily entail any modifications of this E-Record 

Management Policy Document. 

1.5.3.4 Provisional situation prior to the creation of the Functional Classification Scheme 

74. In the meantime, and until the creation and approval of the Classification Scheme, considering 

how necessary it is to have some type of classification that allows making the record 
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management system operative, this classification will be carried out according to the Series 

Repertoire, which is identified by the SIA code (Administrative Information System Code).  

75. Both identified series and the subsequent Classification Scheme will be included in annexes of 

the Management Policy Record (in Annex III), so that these may be modified without altering 

the content of the record.   

1.5.4 Description 

76. The description of E-records and files will allow retrieving records and files, as well as their 

context, and it will follow the institutional scheme for metadata.  

77. The process of archive description will be mainly carried out in accordance with the Archival 

Information Package (AIP) in the central archive phase, and, above all, in the intermediate and 

historical phase in order to facilitate information retrieval and historical research.  

1.5.4.1 Guidelines and requirements taken into account to create a metadata outline 

78. According to section VII of the TIS for E-Record Management Policy: 

 Organisations shall guarantee the availability and integrity of the metadata of their e-

records by permanently preserving the relation between each record and the associated 

metadata.  

 The use of e-record management metadata for internal handling and management will be 

designed by each organisation according to its own needs, criteria and regulations. 

 E- record management metadata will be structured in metadata schema according to each 

organisation’s specific management characteristics and needs. 

 The E-Record Management Metadata Schema (e-EMGDE) can be used as a reference for 

the adequacy of interoperability requirements in record management. It will be available 

at the Semantic Interoperability Centre, including the minimum required metadata (as 

established in the Technical Interoperability Standard for E-Records and the Technical 

Interoperability Standard for E-Files), as well as additional metadata relevant to e-record 

management and preservation policies. 

 

79. According to the guidelines established by ISO 23081, for an organisation it is both easier and 

more efficient to adopt a pre-existing standardized metadata scheme (such as the e-EMGDE), 

that is well designed and has institutional support, rather that setting up a specific scheme. 
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Making a new scheme would imply managing and maintaining it during the record’s lifecycle, 

updating it and checking its compatibility in the past and the future, cataloguing it and 

developing the rest of the necessary infrastructure for its implementation, etc.  

80. Because of this and given that the metadata scheme recommended by the NIF is the e-EMGDE, 

we will use the latter to set up a metadata profile for the MECD that will help to accomplish 

simultaneously two goals: 

 Support all transactions that take place in record management processes identified in the 

TIS for Principles of management of electronic records. 

 Allow the different organisations to carry out the adaptation of the NIF with a moderate 

development effort.  

81. Whenever possible, the introduction of new elements should be avoided because it reduces 

interoperability. Therefore, if any change had to take place, it would be limited to:  

 Specific improvements, which means additional sub-elements.  

 Specific coded schemes (like controlled lists of terms, rules about introduction of names or 

dates, etc.). 

82. Annex IV includes the implementation profile of the MECD, together with a selection of the 

most important and widely used metadata. However, each centre or institution will be able to 

adopt the metadata that they consider necessary or recommend for their activities and in this 

sense all of the e-EMGDE is considered as recommended metadata. 

83. Although the e-EMGDE was initially planned as a multi-entity model, its subsequent 

development by the Ministry of Finance and Public Administration has limited it to become a 

mono-entity model. In order to optimize the resources that the relational model would have, a 

cooperative and gradual process among other ministerial departments will take place so that 

the Multi-entity Metadata Model may be structured and the context in which e-records and 

files are created may be strengthened.  

1.5.4.2 Metadata institutional framework implementation profile for the MECD12 

 MANDATORY METADATA OF THE E-RECORD AND FILE TIS 

                                                           
12 The draft of the document of the Metadata Framework for E-Record Management from 20 November, 2014 is 
taken as reference. 
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 MANDATORY METADATA OF THE E-RECORD AND FILE TIS 

e-EMGDE2 – IDENTIFIER 

e-EMGDE2.1 – IDENTIFIER SEQUENCE  

e-EMGDE4 - DATES 

e-EMGDE4.1 – STARTING DATE 

e-EMGDE14 – TECHNICAL CHARACTERISTICS  

e-EMGDE14.1 – FORMAT 

e-EMGDE14.1.1 – NAME OF FORMAT  

e-EMGDE14.1.2 – FILE EXTENSION 

e-EMGDE17 – SIGNATURE 

e-EMGDE17.1 –SIGNATURE TYPE 

e-EMGDE17.2 – CSV VALUE (if the signature type is TF01 (CSV)) 

e-EMGDE17.3 – DEFINITION OF CSV GENERATION  

e-EMGDE18 –RECORD TYPE  

  – ELABORATION STATUS 

e-EMGDE22 – CLASSIFICATION (For the file) 

e-EMGDE22.1 – CLASSIFICATION CODE  

e-EMGDE23 – TIS VERSION  

e-EMGDE24 – BODY 

e-EMGDE25 – ORIGIN 

e-EMGDE26 – ORIGINAL RECORD IDENTIFIER (is the development stage is EE02, EE03 o EE04) 

e-EMGDE27 – STATE OF THE RECORD/STATUS  

e-EMGDE28 – INTERESTED PARTY 
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 ADDITIONAL MINIMUM NECESSARY METADATA FOR E- RECORD AND FILE TRANSFER BETWEEN 
REPOSITORIES WITH CHANGE OF CUSTODY  

e-EMGDE1 – CATEGORY 

e-EMGDE4.2 – END DATE 

e-EMGDE8 – SECURITY 

e-EMGDE8.4 – SENSITIVENESS OF  PERSONAL DATA   

e-EMGDE8.5 – NSF CLASSIFICATION 

e-EMGDE8.6 – INFORMATION LEVEL OF CONFIDENTIALITY ACCORDING TO CCN-STIC-803 
GUIDE 

e-EMGDE9 – ACCESS, USE AND REUSE RIGHTS 

e-EMGDE9.1 –ACCESS TYPE 

e-EMGDE9.1.1 –CAUSE  OF LIMITATION CODE 

e-EMGDE9.1.2 – LEGAL CAUSE /STATUTES OF LIMITATION 

e-EMGDE9.2– REUSE CONDITIONS 

e-EMGDE13 – QUALIFICATION   

e-EMGDE13.1 – APPRAISAL 

e-EMGDE13.1.1 – PRIMARY VALUE 

e-EMGDE13.1.1.1. VALUE TYPE 

e-EMGDE13.1.1.2. DEADLINE 

e-EMGDE13.1.2 – SECONDARY VALUE  

e-EMGDE13.2 –DISPOSITION 

e-EMGDE13.2.1 –DISPOSITION TYPE 

e-EMGDE13.2.2 –DISPOSAL ACTION 

e-EMGDE13.2.3 –DISPOSAL TRIGGER DATE  

e-EMGDE13.3 –TRANSFER 

e-EMGDE13.3.1 – ARCHIVE PHASE  

e-EMGDE13.3.2. – TRANSFER PERIOD 

e-EMGDE13.4. – ESSENTIAL RECORD 

e-EMGDE22 – CLASSIFICATION 

e-EMGDE22.2 CLASS DESIGNATION  

e-EMGDE22.3 CLASSIFICATION TYPE (SIA/FUNCTIONAL) 
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 ADDITIONAL RECOMMENDED METADATA FOR AN OPTIMAL E-RECORD AND FILE MANAGEMENT   

e-EMGDE29 –REGISTRY ENTRY 

e-EMGDE 29.1 –ENTRY TYPE 

e-EMGDE 29.2 – REGISTRATION OFFICE CODE 

e-EMGDE 29.3 –REGISTRY ENTRY DATE  

e-EMGDE 29.4 –REGISTRY ENTRY NUMBER  

e-EMGDE3 – NAME 

e-EMGDE3.1 – NATURAL NAME 

e-EMGDE3.3 – COMPUTER FILE NAME 

e-EMGDE5 – DESCRIPTION 

e-EMGDE11 – LANGUAGE 

e-EMGDE12 – ACCESS POINTS  

e-EMGDE12.1 – ACCESS POINT TERM  

e-EMGDE12.2 - ACCESS POINT ID  

e-EMGDE12.3 - ACCESS POINT SCHEME  

e-EMGDE14 – TECHNICAL CHARACTERISTICS  

e-EMGDE14.2 – FORMAT VERSION  

e-EMGDE14.3 – RESOLUTION 

e-EMGDE14.4 – SIZE 

e-EMGDE14.4.2 – LOGICAL SIZE 

e-EMGDE14.5– COLOUR DEPTH  

e-EMGDE15 – LOCATION 

e-EMGDE15.1 – STORAGE MEDIA  

e-EMGDE15.2 – LOCATION 

e-EMGDE16 – INTEGRITY CHECK 

e-EMGDE16.1 – ALGORITHM 

e-EMGDE16.2 – VALUE 

e-EMGDE17 – SIGNATURE 

e-EMGDE17.1 – SIGNATURE TYPE 

e-EMGDE17.5 – SIGNATORY 

e-EMGDE17.5.1 – NAME AND LAST NAMES OR COMPANY NAME  

e-EMGDE17.5.2 – ID NUMBER OF SIGNATORY/IES 

e-EMGDE17.5.3 – ACTING AS 

e-EMGDE17.5.4 – SIGNATURE LEVEL   

e-EMGDE17.5.5 – ADDITIONAL INFORMATION  
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 ADDITIONAL RECOMMENDED METADATA FOR AN OPTIMAL E-RECORD AND FILE MANAGEMENT   

e-EMGDE21 – TRACEABILITY 

e-EMGDE21.1 –EVENT 

e-EMGDE21.1.1 – EVENT DESCRIPTION 

e-EMGDE21.1.2 –EVENT DATE  

e-EMGDE21.2 – LEGAL REASON  

e-EMGDE21.3 –EVENT USER 

e-EMGDE21.6 –CHANGE HISTORY  

e-EMGDE21.6.1 –ELEMENT NAME 

e-EMGDE21.6.2 – PREVIOUS VALUE 

84. The following sources will be taken into account for carrying out the description of records and 

files:  

 Thesauruses. 

 Controlled vocabularies. 

 Subject indexes.  

 Others. 

85. In the future, the development of this type of sources to aid in record management will be 

taken into account and included as an annex (annex V of this document), so that updating or 

modifying them will not imply this E-Record Management Policy Document’s modification.    

Meanwhile, pre-existing tools may be used in the different units, although it should be noted 

that given that the specific unit resources are not standardized, they might be of no use for the 

recipient archive once the transfer process has been completed. 

1.5.5 Access and traceability  

86. Access to e-records and files, as well as to their indexes and associated metadata, must go 

through access control, according to the data comprising the stored records. The ERMS/EARMS 

must ensure user identification and control, as well as permits and responsibilities, and 

guarantee the fulfilment of the legislation for access restrictions. Moreover, it must ensure that 

all the actions made on e- records and files, as well as on their associated data, are traceable, 

according to the provisions of the organisation’s security policies. 

87. The system must be able to endure, at a given level of trust, the accidents, illegal or ill-intended 

actions that threaten the availability, authenticity, integrity and confidentiality, both of the 
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stored or transferred information, and the services provided, or those through which access 

takes place. 

88. A group of criteria that determine access privileges and restrictions for the entities related to 

the records must be established, in order to guarantee their logical and physical protection.  

89. From an operational point of view, security implementation must take place by establishing the 

corresponding user profiles, roles and rights in the e-records management systems. 

1.5.5.1 Security and Access requirements  

90. Information security is a crosscutting process aimed at preserving information confidentiality, 

integrity and availability. 

91. Security and access requirements that must be taken into account have an effect on: 

 Records in which metadata informing about access restrictions must be implemented, 

which will also include mechanisms to allow partial access to the former, thus hiding 

protected data and contents. 

 The ERMS/EARMS as a whole to restrict the access of unauthorized users to records and 

files, as provided by the ISO 15489 standard. 

92. The Security and Access Classification Scheme is the formal instrument mentioned in regulation 

ISO 15489-2, in section 4.2.5, used for the identification of access rights and the regime of 

restrictions applicable to records. These are made up of a record category classification 

according to access restrictions and security conditions. 

93. In accordance with the organisation’s Security Policy, each of the records stored in the 

ERMS/EARMS will have its specific access level. This access level will determine the degree of 

confidentiality of the information it contains and, therefore, who are the authorized users that 

can access and modify the record. 

94. Beforehand, in order to determine these levels and establish on which basis the access and 

security classification schemes will be developed, it is recommended to:  

 Compile the legal and political sources that will govern both the access and the security of 

the information found in the organisation’s records.  

 Define information categories subject to protection and their access periods in accordance 

with the sources compiled, as well as the information security requirements that affect the 

organisation.   
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 Identify the information categories subject to protection that each documentary series 

contains and assign access and usage controls to each of them in accordance with the 

security level that corresponds to the aforementioned categories. 

 Approve the access and security classification scheme to include its requirements in the 

system tools. 

1.5.5.2 Requirements to access the information contained in the ‘Record entity’ 

1.5.5.2.1 Access categories 

95. According to element 9.1 of the e-EMGDE (access type), the existing access categories are: 

“Free access” and “Restricted access”. 

96. In addition to these, a new category should be taken into account, i.e. “Partially restricted” 

access, although this value is not included as such in the aforementioned element. It would be 

necessary to include it for cases in which a free access file might contain one or more restricted 

access records. Therefore, the access type category will be generally defined at the lowest 

possible level: that of the simple record, as included in the e-EMGDE categories for ‘Record 

entity’. 

1.5.5.2.1.1 Free access 

97. The aforementioned entity of element 9.1 of the e-EMGDE shall apply, this being a mandatory 

element for free access information as well as being particularly relevant when the information 

is subject to a special access regime. Information regarding the contents under this regime 

must be included, as well as a reference to the corresponding regulations, especially to Act 

19/2013. In particular, element 9.2 of the e-EMGDE will be used when the contained 

information is subject to active transparency or reuse. 

1.5.5.2.1.2 Restricted access  

98. Inclusion of metadata about access is necessary for all the records that fall under this category.  

1.5.5.2.1.2.1 Contents that are subject to protection 

99. It is necessary to include information regarding contents that are subject to protection, as well 

as a reference to the corresponding regulations. In order to do this, as provided by the LTAIBG, 

and excluding information with personal data, the value scheme defined for metadata e-

EMGDE 9.1.1 (Limitation cause code) included in the table below may be used to codify these 

contents: 
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Cód. Restricted access information code and contents  Art. LTAIBG 

A National security 14.1.a 

B Defence 14.1.b 

C Foreign Affairs  14.1.c 

D Public security  14.1.d 

E 
Illegal criminal, administrative or disciplinary action prevention, investigation and 
sanction  

14.1.e 

F Principle of equality in court proceedings and effective legal protection 14.1.f 

G Administrative tasks of monitoring, inspection and control   14.1.g 

H Economic and commercial interests  14.1.h 

I Economic and monetary policy  14.1.i 

J Professional secrecy. Intellectual and industrial property  14.1.j 

K Confidentiality guarantee or required secrecy in decision-making processes  14.1.k 

L Environmental protection  14.1.l 

M Other public interests subject to protection  - 

N Other private interests subject to protection - 

 
100. In Appendix 11, the e-EMGDE includes the specific values for specially undisclosed information 

that may be applied to the aforementioned table.  

101. For the ‘Record entity’, elements 9.1.1 (limitation cause code) and 9.1.2 (legal reason/limitation 

regulations) of the e-EMGDE apply.  

1.5.5.2.1.2.2 Access to information subject to or governed by specific regulations.  

102. When some contents of the documentary series go under a specific legal regime to access their 

information, these regulations must be defined as stated by element e-EMGDE 9.1.2. (Legal 

cause/limitation regulations). The following table includes a set of values that can be used as 

references, given that, according to section two of the First Additional Provision of the LTAIBG, 

those subjects for which a special legal regime to access information is provided will be 

governed by their specific regulation and by this Act with residual character. 

Regime Regulations  

Environmental 
Information  

Act 27/2006, of 18 July, regulating information access, public involvement and 
access to justice regarding environmental issues.   

Cadastre 
information  

Real Estate Cadastre Act (restated text passed by Royal Legislative Decree 1/2004, 

of 5 March).  



 

E-Record Management Policy MECD       39 
 

Regime Regulations  

Census secrecy Organic Act 5/1985, of 19 June, of the General Electoral Regime.   

Tax secrecy  Act 58/2003, of 17 December, on General Taxes. 

Statistical secrecy  Act 12/1989, of 9 May, of on Public Statistical Function. 

Healthcare 
Secrecy  

Act 14/1986, of 25 April, on General Healthcare. 

Act 41/2002, of 14 November, regulating the autonomy of the patient and rights 
and obligations on information and clinical documentation. 

Classified Issues   Act 9/1968, of April 5, on Official Secrets.  

Personal Data  Organic Act 15/1999, of 13 December, on the Protection of Personal Data 

Royal Decree 1720/2007, of 21 December, which enacts the Organic Act of Data 
Protection.  

Privacy and 
honour  

Organic Act 1/1982, of 5 May on the Protection of the Civil Right to Honour, to 
personal and family privacy and image. 

1.5.5.2.1.2.3 Personal data protection 

103. When a record includes personal data protected by Organic Act 15/1999, on Personal Data 

protection (hereon, LOPD) that is not considered a “source for public access” (as provided by 

Article 11), it must be assigned a level of sensitive personal data.  

The levels of sensitive data in record classification according to the LOPD are shown in the 

following table: 

 Personal data  Provision 

DP1 Especially protected/sensitive/hard core data 15.1 LTABG/ LOPD 

DP2 Other personal data subject to protection  15.3 LTABG/LOPD 

DP3 Other personal data  LOPD 

 

In order to relate each record to the corresponding level, metadata of the e-EMGDE 8.4 

“Personal data sensitivity” will be used. Its values are shown in the table below in accordance 

with the notation of the LOPD, appendix 12 of the e-EMGDE (Classification and sensitivity) and 

the metadata of e-EMGDE 8.6 (Information Level of Confidentiality). 

Level Personal data  

High Especially protected/sensitive/core data 

Middle Other personal data subject to protection  
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Basic Other personal data  

 
104. Compliance with LOPD and access to information contained in an e-record are independent 

elements, and therefore, in doubtful cases the most restrictive one will prevail.  

1.5.5.2.2 Mechanisms for partial access to restricted information   

105. In order to promote the access to information in the case of records with restricted access, if 

the possibility of decoupling data or partially accessing its information exists, proposals that 

favour the access to restricted information must be included. The following table may be used 

as a reference:  

Designation Definition 

Data masking Copy in which data subject to protection has been concealed.   

Depersonalization or 
anonymisation  

Copy in which data that identifies or helps identify the persons concerned has 
been concealed.  

Exclusion of partially 
accessible records  

Removal from public access of specific records that may be subject to partial 
access to the file, without distorting or affecting the meaning of that 
information.  

Metadata cleansing Deletion or modification of author, location, software of source system, etc.  

 
106. In these cases, when consulting the information, the recipient will be handed a record 

that is an authentic partial copy, as provided by section 2.3 of original record copies.  

1.5.5.2.3 Queries and dissemination mechanisms and provisions for reuse  

107. The EARMS will help citizens and researchers search and retrieve information contained in it. 

The EARMS of the MECD must allow the creation of an External User Interface for citizens and 

researchers, considering that this is a relevant aspect in the intermediate and historical archival 

phases. Records which external users are interested in will be structured and delivered by 

creating Dissemination Information Packages (DIP). 

108. On the other hand, in order to make records available to third parties and to promote the reuse 

of e-records created by the MECD and its independent organisations, the corresponding 

metadata must be implemented and the applicability of the ‘Agent entity’ must be extended to 
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strengthen the purpose of establishing an open data and transparency policy between the 

bodies that create reusable information assets (e-EMGDE 9 – Access, use and reuse rights13). 

109. The resources targeted for reuse and made available to third parties by the MECD must include 

information about available resources, terms of use, legal notices, licences, etc. Metadata e-

EMGDE 9.2 – on Reuse Conditions, will be used to provide this information14. 

1.5.5.3 Security requirements to access the information contained in the ERMS/EARMS 

110. In order to avoid unauthorized access to information, ERMS/EARMS mechanisms will be used, 

together with guidelines provided by the National Security Framework (hereon, NSF, regulated 

by Royal Decree 3/2010) in articles 16 (Authorizations and access controls), 21 (Stored and in-

transit information) and 23 (Activity log), that are specified in the following measures: op.acc 

(Access Control) and mp.info (Information Protection).  

111. Safe access to ERMS/EARMS will imply two sequential operations: authentication and 

authorization. 

 For authentication, users that intend to access the system must provide a number of 

credentials that help verify their identities. There are two main ways in which 

authentication may be completed in a ERMS/EARMS 

-  By providing a user/password that has been previously registered by the 

ERMS/EARMS administrator. When using this option, the ERMS/EARMS must adopt 

basic security measures: encrypt passwords prior to saving them, set rules for 

establishing complex passwords and their periodic renewal, limit the number of failed 

access attempts to access the system and do not provide detailed information of the 

reason why these attempts have failed.   

-  By outsourcing the authentication process to the operational system or corporate 

network in which the ERMS/EARMS runs. In this case, once the user has provided an 

authentication in this system or network, it is determined whether he’s entitled to 

access the ERMS/EARMS; in the latter case, he will be granted access to the 

ERMS/EARMS without the requirement of identify himself again (Single Sign-On 

mechanism). This is the recommended way to simplify identity handling within the 

organisation.  

                                                           
13 A detailed description of this metadata is available in Annex IV, page 160.   
14 A detailed description of this metadata is available in Annex IV, page 162. 
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 Authorization takes place after successful authentication. Once the user’s identity has 

been verified, the system checks which ERMS/EARMS resources and which operations the 

user can run on each resource. Authorization will be provided by the ERMS/EARMS and it 

will include a log of all the operations that modify a resource or imply access to specially 

protected resources, which will then serve as evidence for security audits of the 

ERMS/EARMS and its content. 

112. The ERMS/EARMS must provide technical measures to ensure the following dimensions of 

security:   

 Confidentiality: the authorization resource will provide access to each resource only to 

authorized users (belonging to “white-lists”). Moreover, specially protected resources will 

be saved in encrypted format. 

 Integrity: the electronic signature on records ensures their integrity. In addition to this, the 

computation and storage of a digest or summary function based on the element’s content 

(“hash”) may also ensure integrity. 

 Authenticity:  the identity of individuals or persons that have created the record will be 

preserved. When several parties have created it, a registry will be kept with the parts of 

the record that each of them has produced or modified.  

 The identity of the parties involved must be guaranteed by one of the identification 

mechanisms included in article 9 of Act 39/2015, of 1 October. 

- When the record is electronically signed with one of the signature systems provided 

in section 2.1 of the Policy, the electronic signature guarantees this dimension.  

- When the record is not electronically signed, the traceability and version mechanism 

describe in section 1.5.7.1, along with the reassurance of the identity of the parties 

involved will be enough to guarantee this dimension.   

 Availability: this dimension is usually guaranteed by the infrastructure of the network that 

hosts the ERMS/EARMS. Moreover, a balanced or clustered installations in the 

ERMS/EARMS that provide availability and help distribute peak workloads can be 

recommended. 

 Traceability: in addition to the information provided by the metadata, the ERMS/EARMS 

will keep audit logs of the users’ actions that are considered the most relevant for the 

investigation of possible security incidents (as it was mentioned earlier). Keeping these 

logs could also be mandatory, enforced by a regulation.  
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113. Other additional security measures, such as backup policies, will be managed by the 

organisation’s common infrastructures.  

114. According to the access levels of the information contained in each record, different protection 

measures will be adopted according to their corresponding categories. The same will happen 

with lower access levels, mentioned in the table of Annex VI. These aspects go with the 

provisions of the organisation’s Security Policy, as stated in this document’s Annex VII.  

115. Moreover, records that are outside of the organisation’s scope and that may contain especially 

sensitive data must also be taken under consideration as it may become necessary to adopt 

measures that prevent their indexation for Internet web crawlers. It is recommended to subject 

each of these records to a computer file metadata cleansing process to ensure that information 

related to the author, software, operating system with which they were created, etc. is 

removed.  

1.5.5.3.1 E-record and file access   

116. Users may access a record’s content once their rights on records have been evaluated. If 

possible, a log will be kept with all the users’ accesses to records whose categories have limited 

access, although a log of each of the queries carried out by the users will not be necessary. It is 

further recommended to keep a log of denied accesses for audits on attempts of unauthorized 

accesses.  

117. If possible, this information will be registered with the optional e-EMGDE21 metadata, by 

keeping track of the action (“logs into”, “changes”, “erases”, etc., as mentioned in appendix 7 

of the e-EMGDE), the date, the affected organisation, etc.   

1.5.5.3.2 {ŜǘǘƛƴƎ ŀƴŘ ƳƻŘƛŦȅƛƴƎ ǘƘŜ ƛƴŦƻǊƳŀǘƛƻƴΩǎ ŀŎŎŜǎǎ ƭŜǾŜƭ 

118. The information’s access level is set when the record is added to the Organisation’s ERMS. 

119. Each category of the Classification Scheme or series of the Repertoire of the Organisation’s 

Documentary Series will have a minimum access level (a “default” level) that will be 

automatically assigned to the record when it is added to the ERMS. 

120. Records that could not be assigned a category will be considered of free access. 
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1.5.6 Qualification 

1.5.6.1 Essential records  

121. Essential records are those that are vitally important in order for an organisation to achieve its 

goals, meet its daily obligations of delivering a service and abiding current legislation, as well as 

peoples’ rights. 

122. System categorization (as established by Annex I of the NSF), ‘Risk assessment [op.pl.1]’ and 

‘Information Qualification [mp.info.2]’ will bring about criteria to identify essential records and 

security as well as required level measures that can be applied.   

123. Each body, centre or institution will be entitled to decide which are the records that fulfil these 

requirements and that should therefore be considered essential. Once these have been 

identified, necessary measures to protect their confidentiality, integrity, availability and 

authenticity must be taken.  

124. As a recommendation or guideline, e-records that can be qualified as essential are those that:  

 Inform about the organisation’s guidelines, strategies and planning.  

 Include the organisation’s rights, particularly those regarding agreements and ownership 

records.   

 Collect information about buildings, facilities and organisations systems.  

 Certify agreements and resolutions of the organisation’s governing bodies, both collegiate 

and unipersonal.  

 Contain the necessary information to protect civil, professional, financial, legal and other 

type of individual rights as well as the rights of other institutions belonging to the 

organisation.  

 Contain evidence of the organisation’s current and past activities in order to fulfil its 

obligations on accountability.15 

125. Managing records qualified as essential will require:   

 Producing a replica according to the procedures for obtaining original copies of records.  

 Processing and conserving, in this case, the original and the copy, considering that three 

circumstances may take place in relation to media: 

                                                           
15 Some examples include: documents on Government guidelines with respect to autonomic or local issues, 
inventories, major building plans and offices affiliated to the Ministry, agreements signed by the Department with 
other Administrations or legal entities, Staff registrations, audits, extraordinary inspections, etc.  
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-  The original is an electronic record. 

-  The original is a paper record. 

-  It is a hybrid file, which means it exists in both paper and electronic media. 

126. In all of the cases, necessary measures to obtain a replica of the e-record or an original copy 

will be taken, as well as the necessary measures to guarantee the aforementioned protection 

conditions. 

127. When the essential record is a paper record, once the original electronic copy has been made, 

the original paper record will be subject to an assessment along with its documentary series.  

128. If the essential record is part of a file that has been preserved in paper media, an original 

electronic copy must be made. The original paper record will continue to be preserved in the 

aforementioned record media, as long as the Superior Commission for Administrative Records 

Qualification does not issue a disposition to replace the medium of the entire documentary 

series.  

129. If the essential record is part of a hybrid file, an original electronic copy will be made and 

necessary measures to guarantee its conditions of protection, stated in point 125, will be taken. 

130. The characteristics to define a record as essential are included under element 13.4 of the e-

EMGDE. The essential records of an organisation must have been previously identified. In that 

case, when they are captured or included in the ERMS they will be assigned metadata. 

Nonetheless, this metadata can be included at any stage of the process if the organisation has 

not carried out previous essential record identification or if any regulation changes take place 

that determine that a previously unidentified record must be considered an essential record.  

1.5.6.2 Appraisal 

131. Appraisal is the process that helps determine the value of the organisation’s created/preserved 

records by carrying out a contextual analysis. The result of this affects preservation, transfer 

and access periods to assessed documentary series.  

132. The Superior Commission for Administrative Records Qualification (CSCDA), the advisory body 

depending on this Ministerial Department, establishes in the General criteria for appraising 

records from the Central State Administration that the documentary series is the work unit 

upon which the appraisal process takes place, which means that the transfer, access and 

retention periods will be set for the documentary series and not for individual records or files.  
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133.  Appraisal consists of the study and analysis of historical, administrative, legal, financial and 

informative characteristics of documentary series.   

134. The following general criteria will be taken into account to determine the value of archival 

records in order to preserve them in their original or an alternative media or to consider their 

possible deletion:  

 Provenance Criteria: records and series that come from administrative bodies that have a 

higher rank will be given priority. 

 Functional Criteria: series produced by administrative bodies when exercising their 

corresponding duties will be given priority.  

 Production Criteria: series produced by the bodies in charge of the entire follow-up of the 

procedure will be given priority.   

 Diplomatic Criteria: original, finished and validated records have a higher value than 

copies.   

 Content Criteria: records and series that contain information in the most synthetic manner 

will be given priority. 

 Usage priority: records and series that during the active and semi-active stage of their 

lifecycle have been frequently accessed, as well as records and series that, according to 

their creator, the chronological period they cover or their content are expected to be 

queried by potential users. 

135. By determining the value of the series, criteria for the following scopes is set:  

 Transfer periods between different entitled archives in the Archive System of the Central 

State Administration.   

 Preservation or total or partial deletion of the series, as well as change of media.  

 Access periods.  

136. The Retention Schedule is “the list of the series or topics to which the time spent in the Central 

Archive is assigned, as well as their final disposition”. It is an inventory organized according to 

the Classification Scheme, which includes the series created by each of the administrative 

bodies, providing information about retention schedules in each of the archive stages, as well 

as on proper selection and deletion of records. The Department’s retention schedule is 

included in Annex VIII, and will be modified as it is further developed.  

137. The Ministerial Commission for Administrative Records Qualification must make proposals on 

decisions regarding preservation and deletion, and the Superior Commission for Administrative 
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Records Qualification must then assess these proposals so it can deliver a mandatory and 

binding disposition.  

138. According to the ISO 23081-2:2011 regulation, the metadata for record management is to be 

appraised. This appraisal determines not only which metadata about the record must be 

captured, but also how long it must be kept.  

139. With respect to metadata, as information is delivered the following elements must be fulfilled:  

 13.1 - Appraisal. 

-  13.1.1 – Primary value. 

○ 13.1.1.1 – Value type. 

○ 13.1.1.2 –Deadline. 

-  13.1.2 - Secondary value.  

140. For instance, the primary value and the deadline (for example, tax value, four years) are pieces 

of information that can be delivered when the record is created or when the ‘Record entity’ is 

included in the record management system. However, there is information that cannot always 

be included until the corresponding retention schedule or, if appropriate, the disposition on 

behalf of the qualifying authority, have come through. 

1.5.6.3 Disposition  

141. The Superior Commission for Administrative Records Qualification, acting as the qualifying 

authority, delivers, according to the retention periods that have been proposed or that are the 

result of appraisal process, a favourable or unfavourable disposition regarding transfer (section 

1.5.8), preservation (section 1.5.7), deletion (section 1.5.9) or access (section 1.5.5) to series. It 

will be included in the organisation’s Record Retention Schedule. 

142. Once the values of each series have been analysed, and following the criteria used during the 

appraisal phase, the following disposition proposals can be established:  

 Complete preservation. 

 Partial deletion, when files are partially preserved or a sample of them is preserved according to 

different sampling methods.   

 Total deletion, in the case of series with no secondary value, like historic value, and whose 

information is included in other series, or in case it is unnecessary to preserve them. 

143. Sampling is understood as the selection technique of a certain amount of records that 

represent a group, according to systematic (numeric, alphabetic, topographic) or qualitative 

criteria, and it uses the following methods:  
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Exemplary A record or file from a series is chosen to illustrate current administrative 
practice. 

Qualitative or 
selective 

Subjective method based on preconceived criteria by which the most 
important records are preserved.   

Systematic  Previous criteria of record selection are established (numerical, chronological, 
geographical or alphabetical), depending on the organisation of the series.   

Random Criteria by which several records or files are randomly selected, taking into 
account that any of them has the same qualities to represent the series.  

 
144. Once the disposition proposal of the Ministerial Commission for Administrative Records 

Qualification has been approved by the Superior Commission for Administrative Records 

Qualification, the following metadata will be included in its content:   

 13.2 –Disposition. 

-  13.2.1 –Disposition type. 

-  13.2.2 –Disposal action.  

-  13.2.3 – Disposal Trigger Date, once the disposition proposal has been approved. 

1.5.7 Preservation  

145. E-record and file preservation is based on legal terms and on those established in the qualifying 

authority’s disposition, as well as on the provisions of the preservation strategy set forth by this 

ministerial Department. 

146. Following the provisions of the NSF, and based on risks that records are exposed to, the MECD 

will have a e-record and file preservation continuity plan that will also include their associated 

metadata. This plan will follow the provisions of Annex II of the NSF on “Security Backups” 

[mp.info.9]; along with the protection measures for protecting information storage mediums 

[mp.si] from the aforementioned Annex II, and, in either case, protection measures for 

personal data according to the provisions of LOPD and its implementing regulations.  

147. To prevent the risk of losing records or their probative value, the Department and each body, 

centre or institution must specify an organisation’s E-Record Preservation Plan that will include 

analysis and risk management in the field of record management. This Preservation Plan will 

mention the following aspects:  

 Parties involved in the process of e-record preservation.  

 Elements that must be protected (actives), listing their characteristics, interdependencies 

and adopted or available protection measures. 
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 The risk identification and analysis for actives, by drafting a Report or Risk Assessment 

Table that includes the identified risks and the consequences and impacts each of them 

has, as well as their severity, probability, frequency and how they should be managed.  

 Prevention measures that are adopted for each type or group of risks.  

148. This Preservation Plan shall guarantee e-records’ accessibility, authenticity, availability, 

integrity, traceability, intelligibility and readability throughout their lifecycle from the following 

risk groups:   

 Those that derive from continuous technological evolution and its concomitant 

obsolescence.  

 Those that come from malfunctioning or incorrect use of technology and that may result in 

total or partial loss or degradation of e-records.  

 Those that arise from the possible e-records removal from their context. 

 Those that are part of ICT security measures that may result in the voluntary alteration of 

e-records or their disappearance (unauthorized access, attacks, media thefts, etc.). 

 Those that result directly or indirectly from the constantly increasing volume of records 

and the necessary costs to ensure a proper preservation environment. 

149. Legislation states that all electronic documentation that is produced or received by any Public 

administration body is part of the Documentary Heritage, regardless of when it was created. 

Therefore, the appropriate qualifying authority is the one in charge of authorizing its deletion. 

In no event may these records be destroyed if their probative value of individual and public 

bodies’ rights subsists. The deletion process must follow the method described in section 1.5.9 

of this document.   

150. The ERMS/EARMS will guarantee accessibility, availability, integrity and authenticity of e- 

records that are part of it, regardless of files storage mediums or formats.   

1.5.7.1 E-records traceability  

151. The organisation’s ERMS must guarantee the traceability of actions taken on records stored in 

the system. To the very least, the events to be recorded on each of the records stored in the 

ERMS will be: 

 Record creation.  

 Record versions and modifications (creating new versions). 

 Record deletion. 
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 Record transfer to another ERMS or EARMS with a custody change. 

 Content record access when the record has access control levels of information that is 

within the highest confidentiality security category. 

152. In the case of e-files, the events that must be recorded in the ERMS are:  

 E-files and its index creation. 

 Addition of new elements (records or other files) to the file and modification of the 

electronic index.   

 File element removal (records or other files) and the subsequent modification of its 

electronic index.   

 File and electronic index closure, without the possibility of adding or erasing more 

elements.   

 File transfer to another ERMS or EARMS with custody change.  

 File deletion.   

153. In a multi-entity environment, as this Policy has proposed, the proper relations will be 

established among Activity, Regulation, Record and corresponding Agent. Along these lines, the 

different aspects related to traceability will be taken into account, such as: 

 Event type indicator (e-EMGDE21.1 – Event): a relation must be established with the 

‘Activity entity’16.  

 Reason why the associated event is carried out (e-EMGDE21.2 – legal reason): a relation 

must be established with the ‘Regulation entity’. 

 Identification of the user that has carried out the event (e-EMGDE21.3 – event user): a 

relation with ‘Agent entity’ must be established. 

 Event Explanation (e-EMGDE21.4 – Description): must be completed by all the entities.  

 Information about authorship and date of possible changes in an organisation’s metadata 

once the event has been carried out (e-EMGDE21.5 – Metadata modification): must be 

completed by all the entities. 

 Information about element of the metadata that has been modified in a determined entity 

and its previous value (e-EMGDE21.4 – change history): must be completed by the 

‘Relation entity’. 

                                                           
16 To duly fill it goes to Appendix 7 (Scheme of record management action relation names – extensible) of the e-
EGMDE. 
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154. When all of these have been completed, the ERMS will create the necessary metadata 

mentioned below in point 157 for “optimal record management”, in the format specified by e-

EMGDE. These will be registered as metadata associated to the record or to the electronic 

index associated to the file. This metadata may be under custody in a repository different to 

that of the ERMS, and it shall keep a relation with the e-record or file that it refers to at all 

times.  

155. In the case of series that have been included in archival transfer processes, mandatory 

metadata will go along with the necessary and indispensable metadata for proper record 

management. These are specified in Annex IV on institutional data profile and they are also 

mentioned in section 1.5.8, on record transfer.  

156. When a record/file is erased, a reference to it shall be kept in the ERMS or other external 

repository to which the events registered during the lifecycle of the record are related. This 

reference will be permanently kept in the ‘Record entity’, in the Series category, and it can be 

deleted in the category File/Record in the period set by the relevant resolution of the 

Ministerial Commission for Administrative Records Qualification and the Superior Commission 

for Administrative Records Qualification.    

157. The  metadata for the information used for audits that will be registered from these events will 

be the following:   

Metadata Element e-EMGDE Content 
Mandatory/ 
Necessary 

Event e-EMGDE21.1 Type of event made on the record Yes 

Event date e-EMGDE21.1.12 Date and time when the event takes place   Yes 

Event object e-EMGDE21.1.2 3 

Element of the record (part of the record, 
metadata), to which the event is limited. 

When there is no specific information on this 
metadata, it is understood that the event affects 
the entire record. 

Yes 

Legal Reason e-EMGDE21.2 
Legal reason, provision or procedure by which 
the event is carried out.  

Yes 

Event User e-EMGDE21.3 
Identity of user performing the event by using 
any feature that unmistakably identifies the user 
(network name, IP, DNI…) 

Yes 

Metadata 
modification  

e-EMGDE21.5 
Information registering authorship and date on 
which the possible changes were made.   

Yes 

Change 
history  

e-EMGDE21.6 
Information registering the metadata element 
that has been modified.  

Yes 
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Element 
Name 

e-EMGDE21.6.1 
Name of the metadata element or sub-element 
the value of which has been modified. 

Yes 

Previous 
value  

e-EMGDE21.6.2 
Former content of a metadata element or sub-
element that has been modified.  

Yes 

158. In the case of the EARMS, the following events will be registered:   

 Submission of a new record/file/series due to a change in custody from the ERMS. 

 Physical removal of a record/file/series, in which case the metadata “Legal reason” must 

be reported on a mandatory basis.  

 Access to a record with the highest confidentiality level, as long as that condition has not 

expired.  Any other event included in Appendix 7 (Scheme of record management event 

relation – extensible) of the e-EMGDE that allows for optimal record management. 

1.5.8 Transfer 

159. Transfer17 is the “Common process by which records are submitted to an archive by moving 

parts of documentary series as part of their scheduled disposition set by appraisal regulations 

for each of the phases of the record’s lifecycle”. The aim of transferring is that of facilitating the 

record’s itinerary through the different archival phases in the system, so that they may receive 

the proper treatment at every stage of their lifecycle.  

160. In this sense, there are two possible scenarios: 

 Custody transfer, also changing the repository.   

 Transfer of custody responsibilities and management without changing the repository. 

161. A record must be kept with all the transfer movements, preferably with metadata used for 

traceability.  

162. According to the provisions of section V.6. of the TIS for the Electronic File and section  VII.5. of 

the TIS for the Electronic Record, in case of e-record exchanges between Public Administration 

agencies involving the transfer of archival records management responsibilities, the transferor 

shall check the record’s authenticity and integrity at the moment in which the exchange takes 

place through the electronic signature of the e-files’ indexes and e-records.  

On the other hand, the E-Record Management Policy, in part 8 of section VI on Electronic 

Record Management Processes, establishes that “Record transfer will include considerations 

for transfers between repositories and custody responsibilities.” 

                                                           
17 http://www.mecd.gob.es/cultura-mecd/areas-cultura/archivos/mc/dta/diccionario.html 



 

E-Record Management Policy MECD       53 
 

163. Likewise, when the transfer is made by physical means, ‘Information media protection” 

[mp.si]’, included in the NSF must be taken into account (particularly that referred to 

transportation and mechanisms related to integrity and traceability), as well as other applicable 

legislation.   

164. For the creation of an unique electronic archive for the Central State Administration, according 

to Act 39/2015 of 1st October on the Common Administrative Procedure of the Public 

Administrations, the Policy of the MECD will follow the provisions of the V Statement of 

Reasons, which states that: “this unique electronic archive shall be compatible with different 

systems and archive networks according to the current legislation, and it will also comply with 

the division of responsibilities of custody or corresponding transfer. Likewise, the unique 

electronic archive will be compatible with the continuity of the Historical National Archive, as 

established by Spanish Historical Heritage Act and its implementing regulation”. Therefore, the 

Spanish Historical Heritage Act shall be applied, as well as Royal Decree 1708/2011, regulating 

the Archive System of the Central State Administration.  

According to the provisions of article 20 of the aforementioned Royal Decree, custody, e-record 

and file management responsibilities shall be transferred from the central archives of the 

ministerial departments and autonomous agencies to the intermediate archive (General 

Archive of the Administration) and then on to the historical archive (National Historical Archive) 

of the Central State Administration so that the proper preservation and archival procedures can 

be applied, and in order to facilitate queries by citizens, as well as historical research of these 

archives.  

165. Therefore, the proper technical solutions shall be applied and the necessary access and 

management permits will be granted to those in charge of the General Archive of the 

Administration, and, when applicable, of the National Historical Archive, as the intermediate 

and historical archive of the Archive System of the Central State Administration. This way, 

contextualization and preservation of e-records and associated metadata will be guaranteed 

for future generations. 

166. Transfer between repositories must be clearly defined and controlled by regulations in the 

ERMS and the EARMS, as provided by the retention schedules. Furthermore, blocking 

mechanisms must be provided for records and files that are exempt from general regulations, 

like, for instance, those that are part of an open resource.  
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167. The e-record’s associated metadata must be transferred to allow for the identification, 

authentication and preservation procedures to take place.   

168. The transfer process of records set established in the Policy will take place by creating the 

Submission Information Packages (hereon SIP) included in the current ISO 14721:2012 

regulation, as well as the data structure that contains all the necessary information to carry out 

the transfer between the submitting organisation and the receiving agent, in accordance with 

the lifecycle of records in the Archive System of the Central State Administration.   

1.5.8.1 Transfer planning   

169. The transfer process must take place through a coordinated protocol between the submitting 

organisation and the receiving agent, in which the following actions take place:  

 Identification of Responsible Parties. The transfer process will require the identification of 

an authorized responsible party both from the submitting organisation and the receiving 

agent.  

 Smooth contact between the parties. The workflow will be developed co-ordinately 

between the submitting organisation and the receiving agent. Both will be in contact so that 

the transfer process can be properly planned.  

 Setting Retention Schedules. Transfer of different records set will be carried out according 

to established retention and or transference schedules that have been approved by the 

different Public Administrations. 

 Previous Submission agreement. 

 

1.5.8.2. Preparation and review of the SIP content  

170.  The submitting organisation will be in charge of creating the correct SIPs by doing the 

following: 

 Verifying that the format of the e-records and files that will be part of the SIP is the one 

provided in the TIS for the Catalogue of Standards.  

 Checking that e-records and files that are meant to be submitted are not encrypted or 

protected by a password or other type of security measures that prevent access to the 

content if the password is unknown or the token unavailable. 

 Making sure that all the elements that are part of the SIP are malware-free (virus, records 

with scripts, harmful macros, etc.). 
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 Verifying the correct submission of e-record and file authentication elements that will make 

up the SIP (electronic signatures, timestamps, safe verification codes, electronic indexes, 

etc.)  

 Verifying that the e-records and files that will be included in the SIP have not received any 

unauthorized accesses or forbidden modifications (traceability and integrity verification). 

 Verifying that all the e-records and files that are part of the SIP include the minimum 

mandatory metadata according to SIP demands.  

 Furthermore, additional metadata needed for different record management processes will 

be included, and metadata for access and use terms will be verified and updated. According 

to current legislation on general and sector-specific access, the terms provided for access 

may change based on the record’s lifecycle and the different archive phases (office, central, 

intermediate and historical). 

 Including relevant information about the production context of the e-record and files that 

will be part of the SIPs.  

171. In the case of information package transfers carried out with the end of mid and long-term 

preservation, records in the SIPs must be adjusted to the long-life formats included in the TIS 

for the Catalogue of Standards, as well as to those migrations or format changes that are 

relevant.  

172. Their authenticity will be verified by including signature mechanisms that can be checked on 

the long term and indications regarding preservation procedures with respect to the 

degradation of media and technological obsolescence.  

1.5.8.3 SIP encapsulation 

173. Once the record set that will be transferred has been prepared and reviewed, it will then 

encapsulated in the SIP.  

174. The SIP structure will adapt to the international and pan-European standards, regulations and 

best practices relative to archives that comply with technical interoperability standards 

established in the NIF. 

175.  All SIPs must comply with the following quality criteria:   

 An SIP’s format must be as simple as possible. 

 An SIP’s format must allow for an efficient management of the transfer process.  
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 When records set that are being transferred are too large, these can be split down into 

several SIPs. 

 The SIP structure must be extensible and must be able to adopt new metadata or data 

formats.   

 The SIP will include mandatory metadata: SIP identifier; OAIS package information type; 

organisation and unit responsible for submission identifiers; contact person responsible for 

the transfer process identifier; SIP timestamp.  

 The SIP must include a map with a hierarchical structure description of the digital objects 

that are part of the information package.  

1.5.8.4 Custody acceptance protocol  

176. The submitting organisation of an SIP will keep a copy until the receiving archive has accepted 

the transfer and received a document regarding that agreement.  

177. The receiving archive will be in charge of checking that the submission information package has 

been properly sent.  

178.  When errors in the actions of preparation and previous review of SIP content and information 

package creation are detected, included in sections 1.5.8.2 and 1.5.8.3, the receiving archive 

may reject the custody of that SIP and make a list of the identified errors. 

179. The SIP will be accepted for custody once errors have been corrected.  

180. Acceptance of the custody will be validated by an agreement submission that will be 

automatically created by the management system itself and that may be included as 

information about the SIP.  

181. This protocol shall apply to all the changes in responsibility and custody of SIPs, or part of them, 

throughout the lifecycle of records and files that are part of them.  

         1.5.8.5 Documentation relative to the transfer event   

182. The transfer metadata mentioned in the e-EMGDE must be included in all transfer 

events/processes.  

183. Changes in custody responsibilities and management that take place between repositories or 

inside a repository or management system over time shall be documented by including transfer 

metadata.  
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184. Transfer metadata will be included in e-records and files that make up the SIP, as well as in the 

submission information package itself.  

185. In the case of physical transfer, the organisation that submits the files or records must keep 

proof of that action. There must also be a registry of the moment in which records are received 

at the archive they were sent to.  

186. The EARMS may make reports concerning the files submitted to the receiving archive by 

documentary series, mentioning the organisation that sent them, the files identification, their 

extreme dates and their ingest date in the archive. A General Register Entry of fonds may be 

elaborated with these reports, which can be used as an archive control tool.  

187. In the case that paper records that are part of hybrid files are sent to the archive, these shall be 

accompanied by the proper Submission Agreement that will be included in the General Registry 

Entry of records of the receiving archive once the records have been examined. The relation 

between paper and electronic records in hybrid files must not be lost.  

188. What follows is a list of e-record and files minimum additional transfer metadata that will be 

included in the ERMS/EARMS during physical transfers or the transfer of custody and 

management responsibilities. These transfers refer to those that take place from Office 

Archives to the Central Archives of the Department, from the central archives to the 

intermediate archive (General Archive of the Administration) and from the intermediate 

archive to the historical archive (National Historical Archive): 

 e-EMGDE 4.2 – End date 

 e-EMGDE 8 – Security 

-  e-EMGDE 8.4 – Sensitiveness of Personal data  

-  e-EMGDE 8.6 – Information level of confidentiality  

 e-EMGDE 9 - Access, use and reuse rights 

-  e-EMGDE 9.1 –Access type 

○ e-EMGDE 9.1.1 – Cause of limitation code  

○ e-EMGDE 9.1.2 – Legal cause /statutes of limitation  

-  e-EMGDE 9.2 – Reuse conditions 

 e-EMGDE 13 – Qualification  

-  e-EMGDE 13.1 – Appraisal  

○ e-EMGDE 13.1.1 – Primary value  

a. e-EMGDE 13.1.1.1 – Value Type 
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b. e-EMGDE 13.1.1.2 –Deadline 

○ e-EMGDE 13.1.2 – Secondary value  

-  e-EMGDE 13.2 –Disposition 

○ e-EMGDE 13.2.1 –Disposition Type 

○ e-EMGDE 13.2.2 –Disposal action  

○ e-EMGDE 13.2.3 –Disposal trigger date 

-  e-EMGDE 13.3 –Transfer 

○ e-EMGDE 13.3.1 – Archive phase  

○ e-EMGDE 13.3.2 – Transfer period  

-  e-EMGDE 13.4 – Essential record 

 e-EMGDE21 – TRACEABILITY 

-  e-EMGDE21.1 –Event 

○ e-EMGDE21.1.2 – Event Date  

○ e-EMGDE21.1.3 – Event Object  

 e-EMGDE21.2 – Legal Reason 

 e-EMGDE21.3 – Event User 

 e-EMGDE21.5 – Metadata modification  

 e-EMGDE21.6 – Change history  

-  e-EMGDE21.6.1 –Element name 

-  e-EMGDE21.6.2 – Previous value  

 e-EMGDE26. Original record identifier 

189. Metadata related to record access mentioned in section 1.5.4 is particularly significant in 

transfer processes. We shall keep in mind that the Superior Commission for Administrative 

Records Qualification has the authority to determine in its dispositions access periods provided 

by the current legislation.  

190. In addition to mandatory and necessary metadata for e-records and files that make up the SIP, 

corresponding metadata for information packages must also be included. All of this will be in 

accordance with the provisions of regulation ISO 14721:2005 and its set of standards, as well as 

the provisions of other international and pan-European standards, regulations and best 

practices in relation to archives.   
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1.5.9 Destruction or deletion   

191. The cases in which the physical destruction of information stored in records/files may be 

carried out are the following: 

 

 Destruction of information as the last phase of a regulated destruction and deletion 

process carried out according to the provisions of Royal Decree 1164/2002, which 

regulates documentary heritage with historical value, the control of destruction of other 

records of the Central State Administration and its public entities and the preservation of 

administrative records in a media different to the original one. This will be included in the 

corresponding dispositions of the documentary series.   

 Media or format change, when the previous one becomes obsolete or is no longer usable. 

In this case, the information will be deleted or destroyed in its initial media or format.   

 Transfer with custody change to another organisation or archive. In the case the transfer 

process would result in the submitted records’ duplication, the submitting organisation, 

once the receiving archive has accepted custody, must delete its own copies.  

192. In the last two cases, regulations provided by the aforementioned Royal Decree and the 

Technical Interoperability Standards that develop it will apply, as long as original copies of the 

e-records are made with/without format change, according to the demands of the NIF. 

1.5.9.1 Steps previous to information destruction / deletion   

193. Record destruction will require the statutory disposition of the Superior Commission for 

Administrative Records Qualification (CSCDA).  

194. Safe e-record and computer media destruction or deletion processes must be included in the E- 

Record Management Policy and the Security Policy of the Ministry of Education, Culture and 

Sports, and they shall follow the procedure established by Royal Decree 1164/2002.  

195. According to the dispositions of the Superior Commission for Administrative Records 

Qualification, the deletion process will begin and it will do so according to the procedure 

established in article 7 of Royal Decree 1164/2002. A destruction or deletion file will also be 

created, including the following information as stated by article 8:  

 Initiative to trigger the procedure. 

 Report from the body proposing the procedure. 

 Report on the documentation. 
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 Agreement to proceed from the Superior Commission for Administrative Records 

Qualification. 

 Prescriptive report from the Superior Commission for Administrative Records 

Qualification. 

 Resolution. 

 Notifications, if relevant. 

 Publication of the Resolution. 

 Appeals, if they have been lodged. 

 Resolutions of lodged appeals. 

 Deletion Agreement. 

196. The agreement for record deletion will be sent to the Permanent Secretary of the Superior 

Commission for Administrative Records Qualification and it must include the number of the 

disposition; date on publication in the Official Gazette (BOE) of the resolution that authorizes 

the record destruction or deletion, noting that there were no opposing appeals against the 

decision and, in accordance with the mandatory retention periods, the place, date and time in 

which the destruction/deletion took place, the procedure used to do so, the signature of the 

attesting public employee, and a list with the staff that took part in the destruction/deletion 

process.  

197. No e-record or file may be destructed/deleted in the exceptional cases provided by Royal 

Decree 1164/2002: 

 If it has been qualified with “historical value”, “artistic value”, “significant nature” or 

“research”. 

 If the established retention period has not finished, during which the evidential value of 

the record in relation to the rights and obligations of natural and legal persons may persist.   

 If there is no previous disposition of the relevant appraisal authority, as previously stated 

in the section “E-Record Deletion”. 

198. The following metadata will be included in the files and records that are affected by these 

procedures: 

 e-EMGDE21 – Traceability. 

-  e-EMGDE 21.1 –Event: “Destroy” or “Delete” 

○ e-EMGDE 21.1.2 – Event Date 

○ e-EMGDE 21.1.3 – Event Object  
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-  e-EMGDE 21.2 – Legal reason. 

-  e-EMGDE 21.3 – Event user. 

1.5.9.2 Technical aspects related to information destruction/deletion 

199. From what has been stated until now, the need to include a safe e-record destruction/deletion 

procedure has become clear. Two possible actions should be included in this procedure:  

 Clearing of the files that contain information from the media in which they are stored, thus 

freeing the space they took up so it can reused, but in a way that the deleted information 

cannot be retrieved afterwards. This action will be called “secure wipe”. This task will 

apply in the following cases:  

-  When the deletion of the record or file that contains it has been approved.  

-  When the record’s format has changed. 

-  When transfer between record management systems takes place.  

 The physical destruction of the storage medium, which prevents the possibility of retrieve 

or reuse of that content in the future. This action will be called “secure destruction”. This 

situation takes place when the storage media is replaced due to obsolescence or migration 

and it is no longer possible to securely wipe the information that is stored in it. Another 

situation in which this happens is with media that do not allow for the reuse of the deleted 

space (like optical disks). 

200. Considering the usual working methodology of the Administration, deletion and destruction 

procedures must include: 

 Local storage devices: desktop hard disk, mobile devices, removable devices like external 

hard drives, USB drives, etc.   

 Data storage network media: accessible through file sharing protocols (CIFS or NFS), 

storage area networks (SAN), cloud storage, etc.   

201. According to the categorization provided by the National Cryptology Centre (CCN-STIC 404 

Guide18), we can distinguish the following levels of information deletion/destruction: 

 Level 0: deletion by using standard operation system commands/utilities. These usually 

show as available the space taken by the computer files that will be deleted, but they 

don’t really erase the stored content. This is why this does not prevent the future retrieval 

                                                           
18 Record with restricted access. 
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of the information nor does it provide any guarantee against unauthorized disclosure of 

that information.  

 Level 1 ('clearing'): deletion by overwriting the space used up by the files to be deleted. 

Deleted information can only be retrieved using advanced techniques.  

 Level 2 ('sanitizing'): Secure wipe. Prevents deleted information recovery even when using 

advanced mechanisms. Some techniques that can be used for this type of deletion are 

media demagnetization; secure wipe through 'firmware' integrated in the physical storage 

medium; overwriting information with protocols that make it impossible to retrieve it 

(usually through a consecutive number of over-writings); or encrypting information with 

strong cryptography and blurring the encryption password.   

 Level 3: physical destruction of the storage medium (secure destruction): it is carried out 

through industrial processes like: grinding, incinerating, pulverizing, fusing of the materials 

that are in the storage mediums…   

202. In any case, the provisions of the NSF shall be followed, especially in the case of procedure 

mp.si.5 (deletion and destruction). 

1.5.9.3 Recommendations to choose the degree of information destruction/deletion  

203. In order to determine which is the most efficient level of deletion in a specific case, we must 

take the following parameters into account: 

 Confidentiality level of the information that will be destroyed. This will be the highest level 

between the following two:  

-  Information system category as established by Annex I of the NSF. 

-  Security level applied to the information according to the Regulation for the 

development of the Data Protection Act, LOPD. 

 The deletion process will be managed and carried out by the organisation itself 

(internally), or an external company will take care of it under a service contract. For the 

latter, two specific cases must be taken under consideration:  

-  Any deletion procedure that is carried out in the context of private cloud services (the 

ones whose infrastructure is not privately managed by the organisation) will be 

regarded as externally managed.  

-  In case that the destruction of devices is assigned to third parties, it is recommended 

first to carry out a Level 2 deletion of the content.   

 If the medium will be reused or not once the information stored in it has been deleted. 
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204. According to these parameters, the minimum recommended level of deletion that should be 

carried out is the one specified in the table in Annex IX.  

205. As far as possible, it is recommended to choose deletion techniques that can be carried out 

within the organisation (such as firmware deletion, overwriting, safe encryption….). This way, 

there will be no need to hand over information storage mediums to external parties, which 

poses the risk of affecting the custody chain.  

206. In the case of hiring an external company to destroy the information, a record destruction 

certificate stating that the information no longer exists and where, when and how it has been 

destroyed must be requested from the company. It is essential to keep a proof of the activities 

carried out and it is useful for audits and requirement compliance assessments. Likewise, a 

attesting public employee from this ministerial department shall be in charge of witnessing the 

record destruction process, as well as of verifying in which conditions it is carried out and the 

results of it, in order to sign the corresponding Deletion Agreement.   

1.6 Metadata allocation  

207. The minimum mandatory metadata, as provided by the NIF, will be allocated to e- records and 

files. In this case, it will be the metadata needed to perform the transfer as well as optional 

metadata if it is deemed appropriate in accordance with the implementation of the metadata 

profile of the organisation, as described in section 1.5.4.2. 

208. Availability and integrity of the e-records and files metadata will be guaranteed, always keeping 

the permanent relationships between each record or file and their metadata. 

1.6.1 Considerations regarding minimum mandatory metadata 

209. According to the provisions of section 1.5.1, necessary information to complete an e- record or 

files’ minimum mandatory metadata must be gathered at the time of the capture, which is the 

moment in which they are added to the organisation’s ERMS. It will not be mandatory at that 

time to provide metadata that follows the code and format provided by the Technical 

Interoperability Standards, as long as it can be transformed to the appropriate format 

afterwards. 

210. As far as possible, the ERMS will automatically create and complete the precise information to 

create the minimum mandatory metadata.  
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211. Minimum metadata associated to e-records or files must be safeguarded in the physical 

repository used by the ERMS.  

212. Different metadata storage techniques range from encapsulation, which is when the record 

becomes an entity that includes the record and its metadata, to embedded metadata as the 

record’s header. 

213. Likewise, it can be safeguarded independently in the physical repository used by the ERMS as 

long as there is a guarantee to maintain an unequivocal reference between e-records and files 

and their corresponding metadata. 

214. Once the capture has been made, minimum metadata cannot be modified in any subsequent 

phase, except in order to correct errors or omissions in the values that were initially allocated. 

Therefore, the ERMS will audit modifications made on minimum metadata of records and files 

after the capture has been made, keeping an audit of the previous value, date and time of the 

modification, the justified reason, and the user that modified it.  

215. The ERMS will generate minimum mandatory metadata with the format and structure (XSD 

Schema) established by the TIS for the Electronic File  and Electronic Record, in the following 

cases: 

 When record/file exchange with another Public Administration takes place. 

 When the record/file is made available to citizens in the Public Service Website or on 

another established communication channel. 

1.6.2 Considerations regarding additional metadata   

216. Additional e-record and file metadata shall comply with the format and nomenclature specified 

in the organisation’s institutional metadata schema. 

217. Such metadata may be generated when the e-record/file is captured or in a later stage, and it 

may be modified throughout the record/file’s administrative life. 

218. Some additional metadata must be generated on a mandatory basis at the time of capture in 

the ERMS. This is the case of the organisation’s essential records, confidential files and records, 

or records with restrictions of access, etc.  

219. When the record/file is transferred according to the retention schedule to the central, 

intermediate or historical archive along with a change of custody, previous additional metadata 
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becomes necessary for the proper e-record and file management policy in order to guarantee 

authenticity, integrity, confidentiality, availability and traceability. 

220. For those cases in which appraisal, disposition and access processes have been carried out, 

metadata related to these processes must be allocated, becoming necessary and essential 

metadata in order for the physical transfer or custody change of the series to become effective.  

221. Like in the case of minimum mandatory metadata, this must be safeguarded in the repository 

of the ERMS/EARMS as part of the independent e-record or file and with the same guarantees 

as to the lack of ambiguity between the two elements.   

1.7 Documentation 

222. Processes mentioned in section 1.5 must be documented. To do this, guidelines set by relevant 

qualified and archival authorities must be taken into account, as provided by the archival 

legislation that applies for each case.  

1.8 Training 

223. Given that the implementation of the Electronic Management implies major changes with 

respect to traditional administrative management, each year, training processes destined at the 

staff in charge of controlling and managing e-records, as well as processing them and 

preserving them in repositories or electronic archives will be provided. 

224. More specifically, training activities will be designed for each party involved in the different 

record management processes included in this Policy.  

225. Likewise, training activities destined at disseminating knowledge of digital culture, e-records, e-

files and electronic processes in general will be designed bearing in mind that without proper 

internal communication and training it would be impossible to implement and learn about 

electronic procedures. 

1.9 Supervising and auditing  

226. E-record management processes, e-records management systems and this Policy will be 

audited every 5 years. These audits may be addressed in the context of the NSF audits.  

227. In order to carry out these audits, international Regulations and Standards ISO 30300 e ISO 

15489, which apply to audits of record management, will be taken into account.  
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1.10 Policy management  

228. The policy manager identified in section 1.3.2 will be in charge of maintaining, updating and 

publishing this document on electronic media.  

229. The creation of a multidisciplinary technical commission will be promoted, comprising policy 

managers, administrative procedure managers and autonomous agencies, and aimed at 

following up the implementation of the Policy and proposing necessary reviews of the latter. 

 

2 INSTRUMENTAL PROCEDURES FOR MANAGING RECORDS 

2.1 Electronic signature  

230. All e-records that are part of an administrative procedure shall be created and signed 

electronically, as established by article 41.2 of Royal Decree 1671/2009. 

When the electronic file is closed, its index will be electronically signed.  

231. The electronic signature of administrative e-records shall comply with the requirements of 

advanced electronic signatures as established by Act 59/2003 on electronic signatures. More 

precisely, the signature system that is used shall guarantee: 

 The signatory’s precise identification, which guarantees its authenticity.   

 The possibility of detecting any changes made on the record after it has been signed, 

certifying its integrity.   

 The unambiguous correlation between the signature, the signatory and the signed record, 

in order to ensure non-repudiation.  

 The procedure is done by means that are under the signatory’s exclusive control19. 

232. E-record electronic signature systems included in this Policy are divided into two types: 

 Advanced electronic signature based on known certificates. This electronic signature will 

adapt to the Electronic signature Policy and Certificates of the Central State 

Administration. Formats and types that are used for the signature must be explicitly 

included in this Policy. 

                                                           
19 This requirement, which was originally designed for signature systems based on electronic certificates, must be 
understood in a wider sense in order to adapt it to other signature systems. We propose the following 
interpretation: to complete the signature process, it is mandatory that the signatory gives the device an 
information element that is unambiguously linked to him/her and that only he/she knows or owns. This 
information element may be a private key for a certificate, a token, a strong password… 
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 Other electronic signature systems, as established by article 16 of the LAECSP. These 

electronic signature systems must be approved by a Ministry Order, a resolution by the 

public body entitled or a Council of Ministers agreement, as established by Article 11 of 

Royal Decree 1671/2009. 

233. In Annex X reference is made both to the Electronic signature Policy and the Certificates that 

are currently valid, along with provisions that approve other electronic signature systems 

within the MECD. Updating this Annex will not require a formal modification of this document.  

234. Electronically signed records must have been created or transformed into one of the formats 

mentioned in the TIS for the Catalogue of Standards. As an exception, Public Service Websites 

may accept citizens’ signatures on records in other open standards or those usually used by 

citizens, as established by article 11 of the NIF. 

235. Signed administrative records must include a time reference with information regarding the 

date and time in which the signature was made. This time reference may be one of the 

following: 

 “Time reference”, using the date and time of the signatory’s computer or another device 

to which the signatory has access.   

 “Time stamp”, certifying the date and time of the signature through a certification service 

provider that guarantees its accuracy and integrity. This Policy recommends the adoption 

of this technique.    

236. The cases in which the electronic signature of administrative records is used and the 

recommended procedures are specified in the following sections.  

2.1.1 Electronic signature of records by citizens  

237. In this case, a physical or legal person uses the electronic signature to submit forms through the 

Public Service Website managed by the MECD or its dependent autonomous agencies.   

238. In this case, the electronic signature is used to ensure both the applicant’s identity as well as 

the integrity of the form/request and the electronic records attached to it.  

239. The following considerations should be taken into account for these scenarios: 

 The citizen may use any of the signature system (based on known certificate or other 

options) mentioned in this Policy. Admitted signature systems must be described in the 

Public Service Website, as established by article 6.1.e of Royal Decree 1671/2009.  
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 The electronic signature for e-records attached to the form/request can be verified in the 

following ways: 

-  By electronically signing each record.  

-  By including in the electronic request/form a digital fingerprint or hash for each 

record and by electronically signing the request/form, which must include the digests 

obtained before.   

240. The signed form will be considered an e-record as long as it includes enough information to 

identify to which procedure it is related to, together with the applicant’s identity and 

references to attached records (or their fingerprints, when their signature goes along with the 

form). 

241. Without choosing a particular technique for the signature, this Policy recommends that the 

decision-makers in charge of Websites provide all the measures at their disposal to ensure the 

user-friendliness of the electronic signature process, also limiting software download and code 

run on the citizen’s computer or device as much as possible. 

242. Signing and verifying the signature must not demand from the citizen the use of software 

proprietary products, as established by the principle of technological neutrality. The Public 

Service Website must provide or refer to simple, free and trustworthy services to complete the 

verification process.  

2.1.2 Electronic signature of records by the Administration for automatic actions   

243. In this case, record signing takes place through a properly designed information system 

that does not require the intervention of a public employee. This signature is used for 

simple procedures or resolutions of procedures, as well as notifications, as established 

by the annex of Act 11/2007 and the Technical Interoperability Standard for Electronic 

signature and Certificates of the Administration Policy . 

244. In this sense, we may face two scenarios that should be dealt with in the same way:  

 Real-time signature of individual records, usually made by invoking the web service or an 

exposed interface.   

 Delayed signature for a large group of records.  

245. In both cases, one of the following signature systems may be used: 

 Signature with a known certificate using an electronic seal. The electronic seal must 

comply with the requirements established by article 19 of Royal Decree 1671/2009. 
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When this type of signature system is used, a free validation service of the electronic seal 

shall be provided in the Public Service Website. 

 Secure Verification Code (SVC) based signature that meets the requirements established in 

article 20 of Royal Decree 1671/2009. 

In this case, the electronically signed record must be retrievable from the Public Service 

Website to verify its legitimacy, at least during the period established by the guidelines that 

enable this signature system. If a record signed with a SVC is signed again with an electronic 

seal, it is excluded from the aforementioned verifications.  

2.1.3 Public employees’ electronic signature while exercising their competencies  

246. This scenario refers to cases in which public employees sign records electronically as part of an 

administrative procedure (managed in a fully or partially electronic way), and while exercising 

their normal duties in relation to their position or role in the Administration. For this reason, 

we can assume that this scenario will repeat over time as long as that person still has that duty. 

247. In this context, occasional signing of records by public employees is not included, especially 

when it is used to start a form/request for an administrative career procedure (like merit-based 

selection, training courses, permit requests…). These cases are equivalent to records and 

forms/requests signed by citizens, with the peculiarity that in these situations the public 

employee certificate mentioned below may be used.  

248. In relation to e-records created by the MEDC staff, and according to article 19 of Act 11/2007, 

as well as articles 21 and 22 of Royal Decree 1671/2009, the following will be used: 

 Public employee certificate, which identifies both the holder and the organisation for 

which the latter works. This would be the best option, which is why it is recommended 

whenever it is available. 

 Signature based on Spain’s electronic identity card. 

 Safe Verification Code based systems, as long as they comply with the requirements 

established by article 20 of Royal Decree 1671/2009. When this system is used, the signed 

e-record may be retrieved from a corporate documentary repository in order to verify it, 

except when this record has also been signed with an electronic seal.  
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2.1.4 Long-term signature 

249. A “long-term” signature allows verifying electronic signatures months or even years later, 

especially when a long time has gone by, beyond the validity period of the digital certificate 

with which the electronic signature was created.  

250. The ERMS that is used should allow for all electronic signatures of records and administrative 

files to be long-term signatures from the moment they are included in the record managing 

system. Nonetheless, if it is technically impossible to satisfy this requirement, records and 

administrative files must be signed in a long-term format when they are transferred and a 

change of custody from the ERMS to EARMS takes place, in accordance with the retention 

schedule of the corresponding series. 

251. The long-term signature must be made with a known certificate in one of the long-term 

formats accepted by the Electronic signature Policy and the Central State Administration 

Certificates, in which both the certificates in the trust chain and evidence of their validity are 

included (or, where appropriate, references to them), also using a timestamp.  

252. In order to not rely on the service continuity of the Certification Service Providers (CSP) in the 

long term, it is recommended to use long-term signature formats that store all the electronic 

certificates that make up the certification path starting with the certificate used to make the 

signature, as well as with the evidences – obtained from the corresponding CSPs - that these 

certificates were valid at the time of the signature. Annex XIII gathers all currently valid long-

term signature formats.   

253. When the long-term signature is made during the transfer, with a change of custody from the 

ERMS to EARMS, it may be made using one of the following certificates:   

 Electronic seal certificate of the organisation in charge of the record’s custody. This is the 

recommended system; it will make the subsequent management of the automatic re-seal 

easier, as stated below.  

 Public employee certificate, made by staff with competencies on management and 

conservation of the EARMS. 

2.1.5 Record re-seal signed in long-term format  

254. Electronically signed records with long-term signatures must be re-signed in the following 

cases: 
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 When there is a risk of obsolescence or compromise of one of the algorithms with which 

the previous long-term signature was made (an example would be the need to use longer 

cryptographic keys). 

 When the format in which the previous long-term signature was made is no longer 

included among the standards of the Electronic signature policy. 

 When the electronic seal with which they were signed is about to expire.  

255. In the previous cases: 

 The new long-term signature must be made within the established period of transition and 

always before the algorithm or the format in which the previous signature was made 

expires. 

 When possible, the signature should be automatically generated by using re-seal 

mechanisms with an electronic seal.   

2.1.6 Record re-seal signed without long-term format 

256. When the ERMS that is used does not support the use of long-term formats from the start, 

measures to ensure that records under that ERMS’s custody are signed again must be taken. 

This should happen by using re-seal mechanisms with an electronic seal whenever one of the 

cases for records signed with a long-term format takes place.  

2.2 Record digitization protocol   

257. The protocol described in this section is taken from the TIS for Records Digitization and it will 

be adopted by each organisation according to their specific needs.  

258. The digitization process will take place when physical records are included in the electronic file, 

except in sound, video or both formats. The following cases would be included:  

 Traditional media records handed by the citizen and submitted personally to a Registration 

Office to initiate or handling a request.  

 Traditional media records digitized by a public employee during an administrative 

procedure in order to include it in the related electronic file.  

 Mass digitization of large volumes of administrative archives with traditional media files. 

We can distinguish two scenarios for this case:  

-  Digitization carried out by an administrative Unit using its own means.  

-  Digitization carried out by a third party that provides services on behalf of an 

administrative Unit. 



 

E-Record Management Policy MECD       72 
 

259. There are two ways of carrying out the digitization process:  

 Real-time: in the case of the first scenario mentioned in the previous paragraph (258), this 

type of digitization will be carried out only if it is technically possible to do so in that 

Registration Office. The public employee digitizes the paper records to include them into 

an electronic file and returns them to the citizens.  

 Delayed: in the case of the first scenario mentioned in the previous paragraph (258), the 

organisation may consider registration and digitization independent processes. In order to 

do that, once records have been gathered in their paper media, a cover for each of them 

will be generated, so that they may be digitized later on. Each cover will include all the 

necessary information needed to properly include each record in the final file of the unit in 

charge of processing it.  

 In both cases, digitized records may be temporarily included in a Registration File that 

compiles records with a registry entry and that is then transferred to the corresponding 

administrative unit to be processed.  

 Regarding the validity of records such as "authentic electronic copies" and/or their being 

considered as certified electronic copies, the provisions of articles 44 and 50 of Royal 

Decree 1671/2009 must be followed. In both cases, images obtained must be signed 

electronically.  

260. The digital image output format shall be one of those included in the category "File - Image 

and/or text formats" of the TIS for the Catalogue of Standards. The recommended output 

format is PDF or PDF/A (version 1.4 or later), unless subsequent procedures that the record 

may go through require a different format.    

261. If the output format allows it, additional metadata for the digitization procedure, as established 

by the metadata scheme of the organisation’s e-EMGDE, will be provided at the moment of the 

digitization process: 

 Resolution: corresponding to metadata e-EMGDE 14.3. 

 Size: corresponding to metadata e-EMGDE 14.4. 

 Physical dimensions: corresponding to metadata e-EMGDE 14.4.1. 

 Units: corresponding to metadata e-EMGDE 14.4.4. 

 Colour depth: corresponding to metadata e-EMGDE 14.5. 

 Language: corresponding to metadata e-EMGDE 11. 
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262. Entry of the aforementioned metadata to the organisation’s corresponding ERMS must be 

made automatically through the functionalities offered by that ERMS or another system 

operating on a top layer. 

263. Annex XI includes a table with the minimum requirements for digitizing records for their 

administrative processing.   

264. At the discretion of the processing unit, in addition to the digitizing process, an Optical 

Character Recognition (OCR) process is also admitted. The resulting document of OCR 

processing will be considered a working draft related to the digital image, which means that it 

will not be considered as an administrative e-record (for instance, it will not be digitally signed). 

It is recommended that this procedure is carried out simultaneously while taking the digital 

image in order to choose the most appropriate resolution.  

265. The digitized records will undergo a quality control with, at the very least, the following checks:   

 Image editing in relation to image quality or technical criteria:  

-  Appropriate resolution according to the record type. 

-  Appropriate colour according to the record type. 

-  Appropriate format according to the record type. 

-  Appropriate image alignment. 

 Image editing according to fidelity with the original: 

-  Digitization of all the record’s pages. 

-  Digitization without including information that does not appear in the original record. 

-  Image display and readability. 

266. In the cases in which records are massively digitized, these checks will be carried out based on a 

statistically representative sample. It is necessary to make this sample so that records are 

submitted correctly for the mass digitization processes that are carried out by third parties on 

behalf of the Administration. 

2.3  Authentic copies of records  

267. An authentic copy is a new record issued by an organisation that has been granted the 

competencies to do so. The authentic copy has evidential value about the facts or events that it 

documents, thus being equivalent to the original record. When an authentic copy is issued its 

authenticity is proven based on its equivalence with the original and it has certifying effects 

given that it guarantees the authenticity of the information therein. According to article 43 of 
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Royal Decree 1671/2009, if the electronic copies are identical to the original electronic record, 

and have not undergone any changes in format or content, they shall have the same legal 

effects as the original electronic record. 

268. As such, the effects of authentic copies of public records (either that created by the 

Administration or by the citizen) are not restricted to the framework of specific administrative 

procedures, but instead have the same validity and effectiveness of the original records and 

therefore have the same effects on organisations and stakeholders.  

269. The authentic copy may consist of the content transcription of the original record or it can be a 

copy created using different IT, electronic or telematics resources. It is issued using:  

 The original record. 

 An authentic copy. 

270. As established in article 43 of Royal Decree 1671/2009, preservation of original records is 

mandatory.   

271. Moreover, article 51 of Royal Decree 1671/2009 provides that in case that the format of 

archival records and files is no longer admitted by the management of the NIF, parties in charge 

will be responsible of making authentic copies with the corresponding format changes.   

2.3.1 Characteristics of the authentic electronic copy  

272. An authentic electronic copy is a new record that includes the complete or partial content of 

the original record. According to Royal Decree 1671/2009, the following types are considered 

authentic copies of electronic records: 

 Digitized records or those coming from other sources. 

 Electronic records certified with the organisation’s electronic signature, that contains 

miscellaneous content, signed and sent by the user. An example of this would be a PDF or 

XML file created from the information submitted by the user.  

273. It might be necessary to reassign values to the minimum mandatory metadata, such as an 

identifier, name, date, etc. An explicit reference to metadata "e-EMGDE26 –Original record 

identifier" must be made. 

274. Royal Decree 1671/2009 establishes that, in the event of any change in the copy that differs 

from the original format or authentic electronic copy, the following conditions must be met: 

 The original electronic record must still exist and be in the keeping of the Administration. 
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 The copy must be made according to the terms established by the Administration.  

 The associated metadata must indicate that the record is a copy (e-EMGDE20 – 

Elaboration status), as we will specify later on.  

 The copy must be authorised by an electronic signature proceeding from the systems 

listed in Articles 18 and 19 of Law 11/2007 of 22 June. Policy guidelines described in 

section 2.1 on electronic signatures shall apply in this case.  

275. Therefore, it is possible to create authentic electronic copies from other authentic electronic 

copies as long as the requirements mentioned in previous sections are met.  

2.3.2 Characteristics of authentic electronic copy with a change in format 

276. The electronic copy with a change in format is obtained through a conversion process, as 

established by section VIII of Royal Decree 1671/2009, in which a new e-record with a different 

format or version is created. 

277. For the conversion procedure, the following shall be taken into account: 

 The implementation of the conversion procedures described in the TIS for E-Record 

Management Policy. 

 Preserving the original content, context and structure, as well as identifying those 

elements that require a specific treatment. 

 The new format must:  

-  Belong to the Catalogue of Standards. 

-  Allow the reproduction of the original information without losing any information.   

278. Requirements described under section “Authentic electronic copy characteristics” should be 

taken into account to constitute an authentic copy. 

279. In metadata "Elaboration status" (e-EMGDE20) the following text must be included: "EE02 

(Authentic electronic copy with change in format)". 

2.3.3 Partial authentic electronic copy  

280. A partial authentic electronic copy is drawn from the content of a single original record, thus 

allowing preserving data confidentiality that does not affect the interested party. 

281. In metadata “Elaboration status” (e-EMGDE20) “EE04 (Partial authentic electronic copy)” must 

be included. 
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2.3.4 Authentic electronic copy of public administrative e-records 

282. According to article 49 of Royal Decree 1671/2009, citizens may exercise their right to obtain 

electronic copies of electronic records used in procedures that concern them, in accordance 

with the regulations for the procedure in question. 

283. A copy may be issued in the form of an extract of the record, or by using other electronic 

methods that permit any data that does not concern the individual in question to be kept 

confidential. 

284. Record authenticity will be verified following the guidelines of the TIS for the electronic Record. 

2.3.5 Electronic copies of records in non-electronic media 

285. Article 44 of Royal Decree 1671/2009 regulates Electronic copies of records in paper media or 

another media that may be digitalised, including records issued by the administration and 

delivered by citizens. 

286. In the Royal Decree mentioned above, an electronic copy is defined as an electronic image 

resulting from applying a digitization process to a record in paper or another media permitting 

extraction of a faithful image.  

287.  “Digitization” is understood as the technological process by which a paper record or another 

non-electronic media is converted into a computer file containing a complete, faithful encoded 

image of the record20. 

288. Electronic images made by the Administration are considered authentic electronic copies of  

images as long as: 

 The record being copied is an original or an authentic copy. 

 The electronic copy is electronically signed according to Act 11/2007 and it is listed as a 

“copy” in the metadata. 

 The electronic images are encoded according to the formats, quality levels and technical 

conditions specified in the National Interoperability Framework and they are made 

according to the regulations. 

                                                           
20 Different aspects related to this procedure are thoroughly described in section 2.2 of Record Digitization 
Protocol.  
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289. If the electronic image is made from an authentic paper copy, the intervention of the 

monitoring body of the original administrative record is not necessary.  

290. In metadata "e-EMGDE20 – Elaboration status" "EE03 (Authentic electronic copy of paper 

record)" must be included.  

2.3.6 Electronic certification of records  

291. Royal Decree 1671/2009 establishes in Article 50 that, for what concerns the delivery of 

certified copies for a procedure, and insofar the originals are not necessary for that procedure, 

the office receiving the record could proceed to obtain the electronic copy of records to be 

certified. 

292. These copies shall be signed electronically and will be considered certified copies with no need 

to certify the authenticity of the original record21. 

293. Given that it is not possible to fully guarantee the authenticity of records certified in their place 

of origin, certification will only be valid when it is done in the receiving office. Thus, this 

certification is the one made by the registry of the organisation receiving records or by an 

attesting public employee. In either case, the resulting record will be treated as a “Copy”.    

2.3.7 Original paper copies of official administrative electronic records  

294. According to article 45 of Royal Decree 1671/2009, the following requirements must be met in 

order for paper copies of official administrative electronic records to be considered authentic 

copies:  

 The copied electronic record must be: 

-  An original electronic record. 

-  An original electronic copy of the original electronic record. 

-  An original electronic copy of the original paper record. 

 The record must bear an electronically generated code or another verification system that 

allows verifying the copy’s authenticity through access to the electronic archives of the 

issuing public organisation or institution (Secure Verification Code or SVC). 

 The copy must be made in accordance with the regulations referring to competency and 

procedure that apply in each case, including those on automatic retrieval. 

                                                           
21 Provisions of Act 11/2007 and Royal Decree 772/1999 will be used as references to do this. 
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2.3.8 Records delivered by citizens  

295. Article 48 of the Royal Decree 1671/2009 specifies that the concerned parties may include in 

their file digitized copies of records (an electronic image according to the National 

Interoperability Framework) that shall not be considered original copies and the contents of 

which shall be verified as following:   

 The concerned party shall bear an advanced electronic signature. 

 The public administration may compare the content of copies provided with the originals. 

If checking the originals is not possible, the administration may, as an exception, require 

the citizen to present the original record. 

2.3.9 Destroying records in non-electronic media22 

296. Article 46 of Royal Decree 1671/2009 establishes that original records and authentic paper 

copies or other non-electronic original copies may be destroyed in the following cases: 

 Through a resolution by the organisation responsible for the procedure or by the 

institution responsible for safekeeping records with a previous report from the Ministerial 

Commission for Administrative Records Qualification, followed by a favourable disposition 

from the Superior Commission for Administrative Records Qualification. 

 If these are records that do not have any historical, artistic or any other relevant value that 

would justify their being preserved or protected, and if they do not contain signatures or 

any other handwritten or mechanical marks that would lend them exceptional value. 

297. An analysis of the risks involved in destroying records in question must be included in 

destruction or deletion file. The analysis must make explicit mention of the guarantees in place 

for preserving electronic copies and complying with security conditions established by the 

National Security Framework for the preservation and safekeeping of electronic records. 

298. The destruction of any type of record other than those listed in the previous sections shall be 

subject to that stated in Royal Decree 1164/2002.  

 
 
 

                                                           
22 This process is independent of the procedures described in section 1.5.9, which focuses on e-record deletion.   
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uia_de_Comunicacion_Digital_para_la_Administracion_General_del_Estado.html  
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viii. ISO 23081-2:2011. Information and documentation. Managing metadata for records. Part 2: Conceptual 
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xii. NARA’s Open government plan 2014-2016. 

http://www.archives.gov/open/open-government-plan-3.0.pdf  

xiii. Record Management Policy Model of the Ministry of Finance and Public Administration. 

http://www.minhap.gob.es/Documentacion/Publico/SGT/POLITICA%20DE%20GESTION%20DE%20
DOCUMENTOS%20MINHAP/politica%20de%20gestion%20de%20documentos%20electronicos%20
MINHAP.pdf 

xiv. Modular Requirements for Record Systems. 

http://www.moreq.info/files/moreq2010_vol1_v1_1_en.pdf 

xv. ISO 14641-1:2015. Electronic archiving. Part 1: Specifications concerning the design and the operation of 

an information system for electronic information preservation. 

http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055412&PDF=Si

#.VfvHL31KVkI 

xvi. ISO 14721:2012. Space data and information transfer systems -- Open archival information system (OAIS) 

-- Reference model. 

http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055413&PDF=Si

#.VfvHvH1KVkI 

xvii. E-ARK SIP Draft Specification. 

http://www.eark-project.com/resources/project-deliverables/17-d32-e-ark-sip-draft-specification 

3.5 Abbreviations 

GST General State Administration. 

CMIS Content Management Interoperability Services. 

PMCDA Permanent Ministerial Commission for Digital Administration.  

CSCDA Superior Commission for Administrative Records Qualification. 

e-ARK European Archival Records and Knowledge. 

e-EMGDE E-Record Management Metadata Schema. 

NIF National Interoperability Framework.  

NSF National Security Framework. 

LAECSP Electronic Access of Citizens to Public Services Act. 

LOPD Organic Act on the Protection of Personal Data. 

LPHE Spanish Historical Heritage Law 

MECD Ministry of Education, Culture and Sports. 

MINHAP Ministry of Finance and Public Administration. 

http://www.archives.gov/open/open-government-plan-3.0.pdf
http://www.minhap.gob.es/Documentacion/Publico/SGT/POLITICA%20DE%20GESTION%20DE%20DOCUMENTOS%20MINHAP/politica%20de%20gestion%20de%20documentos%20electronicos%20MINHAP.pdf
http://www.minhap.gob.es/Documentacion/Publico/SGT/POLITICA%20DE%20GESTION%20DE%20DOCUMENTOS%20MINHAP/politica%20de%20gestion%20de%20documentos%20electronicos%20MINHAP.pdf
http://www.minhap.gob.es/Documentacion/Publico/SGT/POLITICA%20DE%20GESTION%20DE%20DOCUMENTOS%20MINHAP/politica%20de%20gestion%20de%20documentos%20electronicos%20MINHAP.pdf
http://www.moreq.info/files/moreq2010_vol1_v1_1_en.pdf
http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055412&PDF=Si#.VfvHL31KVkI
http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055412&PDF=Si#.VfvHL31KVkI
http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055413&PDF=Si#.VfvHvH1KVkI
http://www.aenor.es/aenor/normas/normas/fichanorma.asp?tipo=N&codigo=N0055413&PDF=Si#.VfvHvH1KVkI
http://www.eark-project.com/resources/project-deliverables/17-d32-e-ark-sip-draft-specification
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TIS Technical Interoperability Standard.  

AIP Archival Information Package. 

DIP Dissemination Information Package. 

SIP Submission Information Package. 

GS General Sub-directorate. 

ERMS E-Record Management System.  

EARMS E-Archival Record Management System.  

SGTIC General Sub-directorate for Information and Communications Technology.  

ICT Information and Communications Technology. 
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